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1	Decision/action requested
With this discussion paper, we would like SA3 to discuss follow-up work of the study on the support of 256-bit algorithms for 5G. We observed several unresolved Editor’s Notes in TR 33.841 as well as a number of requirements on 256-bit algorithms that are not properly documented in the TR, despite being mentioned in Liaison Statements.
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3	Status of 256-bit algorithms study in SA3 and algorithm verification by ETSI SAGE
3GPP SA3 has previously performed a study on the support of 256-bit algorithms for 5G in TR 33.841 [1]. The Release 16 study contains several important considerations regarding the need and selection criteria for next generation algorithms for the 3GPP system. The study concludes: “[…] the 5G system may be required to support 256-bit algorithms in future releases. As the evaluation of new algorithms takes time, it is proposed that this work should start now.” On the basis of this conclusion, ETSI SAGE subsequently commenced the evaluation of several candidate algorithms based on AES-256, SNOW-V, and ZUC-256. 
We note that in its latest version from March 2019, the study still contains several unresolved Editor’s Notes. Although the study has a wider scope than just ciphering and integrity protection algorithms, there still seem to be a number of open questions (16 Editor’s Notes in total) requiring further study. This discussion paper highlights two areas that were raised in the Editor’s Notes considered essential for the secure introduction of 256-bit algorithms. 
First, the assessment of the requirement for and impact of a longer MAC is still pending. In preparation for the introduction of next-generation algorithms, longer MAC lengths should be studied in more detail. 
“Editor's Note: This section will contain the study on whether a longer MAC is appropriate for 5G. Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation. It is also to be studied whether an integrity algorithm different from the ones standardized for 5G phase 1 needs to be developed.”
Editor's Note: The impact of a longer MAC on the RAN, UE and existing hardware is FFS
Second, a problem that relates to both a change in MAC length and key size is the negotiation of these parameters between the UE and the network, as highlighted by the following Editor’s Notes. Being able to agree common parameter lengths securely is essential for preventing bid down attacks when transitioning to 256-bit algorithms.
“Editor's Note: It is FFS whether there are security risks that compromise the integrity of the applications if a longer MAC is not supported by 3GPP networks natively and if so, what they are. It is also FFS how the use of longer MAC can be negotiated securely given that there might be legacy networks that do not support longer MAC.” 
Editor's Note: This section will contain study on key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future, particularly taking into consideration roaming situations.
Furthermore, we note that several requirements on next-generation algorithms are contained in different Liaison Statements exchanged between 3GPP SA3 and ETSI SAGE, but are not documented in TR 33.841. This includes requirements/preferences of SA3 regarding the performance [2] and desired functional properties [3] of next-generation algorithms. To that extent, we believe the following requirements needs to be clearly documented in a permanent document (e.g., TR):
- the input parameters to be considered for 256-bit algorithms; and
- the degree to which input and output of 256-bit algorithms needs to be parametrized.
Considering the state of TR 33.841 and the fact that next-generation algorithms are still under evaluation by ETSI SAGE, we present to 3GPP SA3 the following proposals.
Proposal 1: Initiate a follow-up activity to the Release 16 study on the support of 256-bit algorithms for 5G, specifically aiming to clarify the following points:
- Determining the feasibility and acceptable performance impact associated with longer MAC lengths.
- Studying potential alternative algorithms for providing integrity protection 
- Identifying candidate solutions for the secure negotiation between UE and network of:
- MAC length; and
- key size. 
- Explicitly stating desired functional requirements that are yet to be properly documented, such as:
		- the input parameters to be considered for 256-bit algorithms; and
- the degree to which input and output of 256-bit algorithms needs to be parametrized.
- Resolving the remaining Editor’s Notes in TR 33.841 related to the above points.
Proposal 2: Once the answers to the questions posed above are identified, create a summary of requirements to be met by 256-bit algorithms along with an evaluation of all candidate algorithms considered for adoption in the 3GPP system.
4	Conclusions
In this discussion paper, we recap the current status of the 3GPP SA3 study on the support of 256-bit algorithms for 5G and the ongoing collaboration between SA3 and ETSI SAGE on the evaluation of next-generation candidate algorithms. We find that TR 33.841 leaves several questions unanswered with focus in two specific areas (impact of longer MAC and negotiation of key size and MAC length) and the requirements for next-generation, 256-bit algorithms are not clearly documented entirely.
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