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1
Decision/action requested

This contribution proposes a new KI, solution and conclusion on Authorization between EESes.
2
References

NA
3
Rationale

This pCR proposes to add a new KI, solution and conclusion on Authorization between EESes.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.739.
***BEGIN OF First CHANGE***

5.2.X

Key issue #2.X: New KI on authorization between EESes
5.2.X.1 
Key issue details 

According toTR 23.558 [11], the EDGE-9 reference point enables interactions between the Edge Enabler Servers (EES). 
EDGE-9 supports:

a)
Discovery of T-EAS information to support Application Context Relocation (ACR);

b)
EEC context relocation procedures; and

c)
Transparent transfer of the application context during Edge Enabler layer Managed ACR.
In the situations such as UE mobility, overload control, or maintenance, different EESs can be more suitable for serving the ACs in the UE. Such mobility transitions result in replacing the source the EES (S-EES) with a target EES (T-EES). Replacing the S-EES with the T-EES requires a procedure named Application Context Relocation (ACR).
TS 33.558 [4] clause 5.1.2 states that "confidentiality, integrity, and replay protection shall be supported on the EDGE-1-4 and EDGE 6-9 interfaces". In addition, for the interfaces EDGE-3/6/9, "the EAS, EES and ECS shall support TLS and HTTPS". However, how these EESes authenticate and authorize each other was not clearly defined.

Therefore, it is proposed to study authenticate and authorization between two EESes.
5.2.X.2
Threats

If the S-EES is not authenticated and authorized by the T-EES, then the services of the T-EES can be consumed by unauthorized entities.

If the T-EES is not authorized by the S-EES, then the EEC application context can be sent to an entity not authorized to receive the information.

If the T-EES is not authenticated by the S-EES, then EEC context and in the application context can be revealed to unauthorized entities. Also, disruption of the service can happen.

5.2.X.3
Potential security requirements 

The S-EES and T-EES should mutually authenticate each other. Also, T-EES should authorize the S-EES and the T-EES should be authorized to receive the information from the S-EES. 

***Next CHANGE***

6.Y

Solution #Y: Using local policy on authorization between EESes
6.Y.1
Solution overview

This solution addresses KI#2.X on the authorization between EESes.

6.Y.2
Solution details

For the EDGE-9 interface between EESes, it is proposed to base authorization on local policies described in TS 33.501 [7] clause 13.3.0.
6.Y.3
Solution evaluation 

This solution addresses the requirements of KI#2.X on the authorization between EESes.
Local policy could be reused here for the authorization between EESes. No further impact is identified on the EES.

*** END OF second CHANGE ***


