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1
Decision/action requested

Approve the pCR to TR 33.894 [1] below.
2
References

[1]
3GPP TR 33.894: "Study on applicability of the Zero Trust Security principles in mobile networks".
[2]
NIST Special Publication 800-207 Zero Trust Architecture.
3
Rationale

This contribution proposes an analysis of the current 3GPP security mechanisms with respect to the third zero trust security tenet described in NIST SP 800-207 [2].
4
Detailed proposal

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
NIST Special Publication 800-207 Zero Trust Architecture.

[x]                       3GPP TS 33.501: "Security architecture and procedures for 5G System"

*** NEXT CHANGES ***
5
Evaluation of the current security mechanisms

5.2 Tenet #3: Access to individual enterprise resources is granted on a per-session basis 
5.3.1
Description

According to NIST SP 800-207 [2], this tenet is described as follows: "Trust in the requester is evaluated before the access is granted. Access should also be granted with the least privileges needed to complete the task. This could mean only 'sometime recently' for this particular transaction and may not occur directly before initiating a session or performing a transaction with a resource. However, authentication and authorization to one resource will not automatically grant access to a different resource." 

For the 5G system, the relevant transactions subject to access control are service interactions between Network Functions, and interactions between network entities that are not service-based.

5.3.2
Relevant security mechanisms

TS 33.501 [x] provides mechanisms for the authentication and authorization of network functions and entities in the 5G core network, based on TLS, OAuth 2.0 and NDS/IP. These are described in clauses 9.9 "Security mechanisms for non-SBA interfaces internal to the 5GC and between PLMNs", 13.3"Authentication and static authorization" and 13.4 "Authorization of NF service access".

5.3.3
Evaluation
*** END CHANGES ***

