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1
Decision/action requested

It is proposed to approve the inclusion of a new solution to the TR 33.737.
2
References

[1]
3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2".

3
Rationale

KAF refresh is not needed if the KAF has a long lifetime. The document proposes to set the KAF expiry time to a large value in order to ensure that the there will be a primary authentication before KAF expires. 

The value of the lifetime of KAF is configured in the AAnF and hence shared between all AFs using the same AAnF. By setting the default value to something very large, means that practically the lifetime will never expire, and no refresh is needed. 
4
Detailed proposal

It is proposed to approve the following solution to TR 33.737 [1]. 

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.535: " Authentication and key management for applications based on 3GPP credential in 5G （AKMA）".
[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) ".
[4]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[5]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security ".
[XX]
3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3" 

[YY]
3GPP TS 29.122: "T8 reference point for Northbound APIs "
[ZZ]
IETF RFC 3339: "Date and Time on the Internet: Timestamps"
*** NEXT CHANGE ***
5.Y
Solution #Y: Setting maximal value to KAF lifetime
5.Y.1
Introduction
This is a solution for KI#X.
A very basic approach to KAF refresh is to prevent this from happening by setting the lifetime of all KAF to a large or maximal value. 

The value of the lifetime of KAF is configured in the AAnF and hence shared between all AFs using the same AAnF. By setting the default value to something very large, means that practically the lifetime will never expire, and no refresh is needed. 
5.Y.2
Solution details
The KAF expiration time is included in AkmaAfKeyData which is defined in TS 29.522 [XX]. The AkmaAfKeyData consists of different attributes, one being the attribute 'expiry' which holds the expiration time of the KAF. 

This attribute is of data type DateTime, which is defined in TS 29.122 [YY] where it refers to the Open API specification of the same data type. 

Finally, the Open API IETF RFC 3339 [ZZ] defines date-time as full date + time definition.

This means that it is possible to set the expiry to a date/time in the distant future. This will be equivalent to setting the KAF  expiry time to a value which indicates that the KAF never expires, meaning that in practice the expiry time does not apply. This would also mean that no explicit KAF refresh procedure is necessary and thus signaling overload due to key refresh is avoided. 

The solution can be realized by a requirement to the existing specifications that "the KAF expiry time shall be set to distant point in the future". 

NOTE:
The value of the time point in the future is left to local configuration according to authentication policies.
5.Y.3
Evaluation

TBD
*** END CHANGES ***
