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1
Decision/action requested

Approve the pCR to TR 33.894 [1] below.
2
References

[1]
3GPP TR 33.894: "Study on applicability of the Zero Trust Security principles in mobile networks".
[2]
NIST Special Publication 800-207 Zero Trust Architecture.
3
Rationale

This contribution proposes an analysis of the current 3GPP security mechanisms with respect to the second zero trust security tenet described in NIST SP 800-207 [2].
4
Detailed proposal

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
NIST Special Publication 800-207 Zero Trust Architecture.

[x]                       3GPP TS 33.501: "Security architecture and procedures for 5G System"

*** NEXT CHANGES ***
5
Evaluation of the current security mechanisms

5.2 Tenet #2: All communication is secured regardless of network location 

5.2.1
Description


According to NIST SP 800-207 [2], this tenet is described as follows: "Network location alone does not imply trust. Access requests from assets located on enterprise-owned network infrastructure (e.g., inside a legacy network perimeter) must meet the same security requirements as access requests and communication from any other non 

enterprise-owned network. In other words, trust should not be automatically granted based on the device being on enterprise network infrastructure. All communication should be done in the most secure manner available, protect confidentiality and integrity, and provide source authentication." 
For the 5G system, the relevant communication that needs to be secured is the communication between 3GPP defined network entities. In this document, the focus in on communication between network entities in the 5G core network. 

5.2.2
Relevant security mechanisms

TS 33.501 [x] provides mechanisms for the source authentication and communication security (confidentiality, integrity and replay protection) of communication between network entities in the 5G core network, based on TLS or NDS/IP. These are described in clauses 9.9 "Security mechanisms for non-SBA interfaces internal to the 5GC and between PLMNs" and 13.1 "Protection at the network or transport layer". 

5.2.3
Evaluation
*** END CHANGES ***

