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1
Decision/action requested

It is requested to approve the new KI for 3GPP TR 33.858 v0.1.0.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2"
3
Rationale

This pCR proposes to add a new KI to TR 33.858 [1].

4
Detailed proposal

*************** Start of the Change ****************

5.X
Key issue #X: UE authentication and authorization in hosting network scenarios
5.X.1
Key issue details 
In TR 23.700-08 [2], the UE can acess the hosting network to obtain desired localized services. From security perspective, protection on the UE and the service via authentication and authorization is needed. Then whether the existing security mechanisms can be reused for authenticate and authorization in hosting network scenario or new security mechanisms should be designed is to be investigated in this key issue. 
5.X.2
Threats

Without authenticating the UE, a malicious UE can impersonate a legal UE to access localized services via the hosting network.

Without authenticating the hosting network, a malicious network can deceive the UE to use fraudulent services.

Without authorization for service acess, an unauthorized UE can obtain localized services via the hosting network.
5.X.3
Potential security requirements 
The 5G system shall provide the means for mutual authentication between the UE and the hosting network.

The 5G system shall provide the means for the hosting network to authorize the UE for obtaining localized services.
*************** End of the Change ****************

