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1
Decision/action requested

This contribution proposes to add a new key issue in the FS_5G_ProSe_Ph2 study TR33.740
2
References

 [1]
3GPP TR 23.700-33 v1.0.0: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 2"
3
Rationale
Based on the definition of TR 23.700-33 [1], 5G Prose Service supports the multi-path transmission to improve reliability or data rates for the Remote UE. The Remote UE can use path #1 and path #2 for multi-path transmission, where path #1 is a direct network communication path, and path #2 is an indirect network communication path with UE-to-Network Relay.
To protect the signalling and data simultaneously transferred over the direct path and indirect path, the confidentiality and/or integrity protection over these two links need to be consistent. If confidentiality/integrity protection is enabled only over one path, the attacker could intercept the data transferred over the other path, which will compromise the privacy of Remote UE.

There is a need to study how to make the confidentiality/integrity protection over the direct path and indirect path consistent, i.e. the security policy of PC5 link is the same as the security policy of Uu link.
Therefore, a new key issue is proposed in this pCR to study this aspect with threat analysis and potential requirements.  
4
Detailed proposal

*************** Start of the Change ****************

5
Key issues

5.X
Key Issue #X: Security of multi-path transmission for UE-to-network Relay
5.X.1
Key issue details

Based on the definition in TR 23.700-33 [2], 5G Prose Service supports multi-path transmission to improve reliability or data rates for the Remote UE. As illustrated in figure 5.X.1-X, a UE can use path #1 and path #2 for multi-path transmission, where path #1 is a direct network communication path, and path #2 is an indirect network communication path with UE-to-Network Relay.
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Figure 5.X.1-X: Example scenario of multi-path transmission using UE-to-Network Relay

To protect the signalling and data simultaneously transferred over the direct path and indirect path, the consistency of protection activation for confidentiality and/or integrity over these two links need to be considered.

5.X.2
Security threats

If the security policy for the PC5 link is inconsistent with the security policy for the Uu link, the signalling and data in muti-path transmission may not have the consistent protection over direct path and indirect path. For example, if confidentiality or integrity protection is activated over only one path, the attacker could intercept the data transferred over the other unprotected (i.e. protection deactivated) path, which may compromise the security of the protected path and consequently the security of the relay communication.

5.X.3
Potential security requirements

The 5G systems shall support a means to enable consistent confidentiality/integrity protection on direct path and indirect path over multi-path transmission.

*************** End of the Change ****************
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