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1
Decision/action requested

This pCR proposes a solution to KI#4 in TR 33.738.
2
References

[1]
3GPP TR 33.738, ‘Study on security aspects of enablers for Network Automation for 5G - phase 3’.
3
Rationale

This pCR provides a solution to KI#4 on Anomalous NF behaviour detection by NWDAF.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.738
*****Start of Change 1*****
6.Y
Solution #Y: Anomalous NF behaviour event related data collection and anomalous NF detection

6.Y.1
Introduction

The solution addresses KI#4 on Anomalous NF behaviour detection by NWDAF.

The solution describes various anomalous NF behaviour event related data collection and the related anomalous NF behaviour analytics exposure procedure.

6.Y.2
Solution details

A service consumer (i.e., OAM/AF/NF) can subscribe to the NWDAF and get notified about the anomalous NF behaviour related analytics using the procedure shown in Figure 6.Y.2-1.
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Figure 6.Y.2-1: Anomalous NF behaviour event related network data analytics exposure procedure

The steps shown in figure 6.Y.2-1 is described as follows:

1.
The service consumer subscribes to the anomalous NF behaviour related analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe service operation message, with the analytics ID (set to the anomalous NF behaviour), list of event ID(s) (related to received messages (e.g., malformed messages) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized configuration change/operational change, any errors notification), target of analytics (indicates NF ID(s)/AF ID(s), NF type) and may include other information for the analytics according to TS 23.588 Clause 6.1.3.

If the service consumer is already subscribed to the anomalous NF behaviour related analytics information, the service consumer requests analytics information by invoking Nnwdaf_AnalyticsInfo_Request service operation with the respective analytics ID and the target of analytics.
2.
When a request for analytics information is received, the NWDAF determines whether triggering new data collection is needed. 

3. If the NWDAF determine to perform data collection, it need to subscribe to 5GC NFs or AFs related event exposure services (i.e., via NEF if located externally) to be notified for data on a set of events as described in TS 23.588 Clause 6.2.2.1. 

The NWDAF subscribes to set of event IDs (related to the service consumer’s anomalous NF behaviour subscription which includes event IDs indicating messages (e.g., malformed messages) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized configuration change/operational change, any error notification) by invoking the Nnf_EventExposure_Subscribe service operation.

4. If the NWDAF subscribes to the set of event IDs (as in step 3), the NF manages the inference data which includes all event related information.

5. The NF notifies the NWDAF (e.g., event specific inference data) by invoking the Nnf_EventExposure_Notify service operation.

6. The NWDAF peforms the requested analytics using the data collected from the NF.

NOTE: The Anomalous NF behaviour analytics related implementation logic can be upto Operator’s implementation and it is out of 3GPP scope.

NOTE: If the data need to be collected from an AF, then in steps 3-6, the target AF will be involved instead of NF.
7. If the service consumer is subscribed to analytics information, the NWDAF notifies the service consumer (i.e., based on the request from the service consumer using Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response service operation), the Analytics Reporting Parameters includes the event specific anomalous NF behaviour analytics information. as shown in the table 6.Y.2-1 and 6.Y.2-2 respectively.
NOTE: If the NF specific resource usage and load information are required additionally to process anomalous NF behaviour related analytics, then steps 2, 3a and 3b (as described in Solution 6) can be additionally perfomed.

Table 6.Y.2-1: Anamolous NF behaviour Statistics

	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as configuration issues, type of attack (e.g., cyber attack or anyother)/threat, malfunction, overload, or software issues accordingly.

	> List of anamolous NFs
	NF Identification information (i.e., NF IDs) related to NFs that are identified as behaving anomolously

	> List of impacted NFs
	NF Identification information (i.e., NF IDs) for all the impacted NFs associated due to the anamolous NF behaviour.

	> Amount
	Estimated number of NFs affected by the Exception 


Table 6.Y.2-2: Anamolous NF behaviour Predictions
	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as configuration issues, type of attack (e.g., cyber attack or anyother)/threat, malfunction, overload, or software issues accordingly.

	> List of anamolous NFs
	NF Identification information (i.e., NF IDs) related to NFs that are identified as behaving anomolously

	> List of impacted NFs
	NF Identification information (i.e., NF IDs) for all the impacted NFs associated due to the anamolous NF behaviour.

	> Amount
	Estimated number of NFs affected by the Exception 

	> Confidence
	Confidence of this prediction


6.Y.3
Evaluation

TBD
*****End of Change 1*****
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