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1
Decision/action requested

This pCR updates TR 33.894 Clause 5 ‘Evaluation of the current security mechanisms’.
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3
Rationale

This pCR provides evaluation of the current security mechanisms by considering the tenets of Zero Trust described by the NIST [2]. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.Y
Tenet #7: The enterprise collects as much information as possible about the current state of assets, network infrastructure and communications and uses it to improve its security posture
5.Y.1
Description
According to tenet 7 in [2], ‘An enterprise should collect data about asset security posture, network traffic and access requests, process that data, and use any insight gained to improve policy creation and enforcement. This data can also be used to provide context for access requests from subjects.’. 

The relevant principle for the 5GS core network is that the 5GS should provide means to collect data about network function’s and application function’s security posture, message(s), and access requests, process that data and use any insight gained to improve policy creation and enforcement. This data can also be used to provide context for network service access request.
5.Y.2
Relevant security mechanisms

The current security mechanisms do not provide means to collect data about the network functions or application functions related to their security posture, message(s), access requests and do not have any means to process that data and use any insight gained to improve policy creation and enforcement.
5.Y.3
Evaluation
The 5GS need to support data collection related to security posture, message(s), access requests etc., to process that data and use any insight gained to improve policy creation and enforcement.
*****End of Change 1*****
