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1
Decision/action requested

This pCR updates TR 33.894 Clause 5 ‘Evaluation of the current security mechanisms’.
2
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3
Rationale

This pCR provides evaluation of the current security mechanisms by considering the tenets of Zero Trust described by the NIST [2]. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.Y
Tenet #2: All communication is secured regardless of network location
5.Y.1
Description
According to the tenet 2 in [2], ‘Network location alone does not imply trust. Access requests from assets located on enterprise-owned network infrastructure (e.g., inside a legacy network perimeter) must meet the same security requirements as access requests and communication from any other nonenterprise-owned network. In other words, trust should not be automatically granted based on the device being on enterprise network infrastructure. All communication should be done in the most secure manner available, protect confidentiality and integrity, and provide source authentication.’.

The relevant principle for 5GS core network is that the access request from any functionality(ies) (i.e., a network function and application function) located in the operator network must meet the same security requirements as access requests and communications from any other operator network. All communications should be done in the most secure manner available, such as with confidentiality, integrity, and source authentication.
5.Y.2
Relevant security mechanisms

According to 33.501 Clause 5.9, core network security includes the following:
Security for service registration, and discovery
NF Service based discovery and registration supports confidentiality, integrity, and replay protection.

NF Service Request and Response procedure supports mutual authentication between NF Service Consumer and NF Service Producer.
NRF security 
NRF and NFs that are requesting service will be mutually authenticated
NEF security
Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function will be supported

Mutual authentication between the NEF and Application Function will be supported
Service Communication Proxy (SCP) security

Mutual authentication will be performed between the SCP and NFs, and between the two SCPs within the PLMN.

All communication between the SCP and NFs and between SCPs will be confidentiality, integrity and replay protected.
For Service Based Interfaces (SBI), according to TS 33.501, Clause 13.1.0, ‘All network functions support mutually authenticated TLS and HTTPS as specified in RFC 7540 and RFC 2818. The identities in the end entity certificates will be used for authentication and policy checks. Network functions further support both server-side and client-side certificates. TLS will be used for transport protection within a PLMN unless network security is provided by other means. Regardless of whether TLS is used or not, NDS/IP specified in TS 33.210 and TS 33.310 can be used for network layer protection. If interfaces are trusted (e.g., physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.’. 
According to Clause 13.1.1, ‘To allow TLS protection between SEPP and network functions or SCPs within a PLMN, the SEPP will support TLS wildcard certificate for its domain name and generation of telescopic FQDN. Further uses custom HTTP header 3gpp-Sbi-Target-apiRoot in the HTTP request originated by the NF within the SEPP’s PLMN, to forward protected HTTP request message to the remote PLMN’.
Further according to Clause 13.1.2, ‘TLS will be used for N32-c connection between the SEPPs. If there are no IPX providers between the SEPPs, TLS will be used for N32-f connections between the SEPPs. If there are IPX providers which only offer IP routing service between SEPPs, either TLS or PRINS (application layer security) will be used for protection of N32-f connections between the SEPPs. If there are IPX providers which, in addition to IP routing, offer other services that require modification or observation of the information and/or additions to the information sent between the SEPPs, PRINS will be used for protection of N32-f connections between the SEPPs. 
Security mechanisms for non-SBA interface according to 33.501 Clause 9.9 includes, ‘NDS/IP will be used, unless security is provided by other means, e.g., physical security. A SEG may be used to terminate the NDS/IP IPsec tunnels. Interfaces internal to core network such as N4 and N9 will be confidentiality, integrity and replay protected. Similarly roaming interfaces between PLMNs except for N31, will be confidentiality, integrity and replay protected’.
5.Y.3
Evaluation

The current security mechanisms related to different communication endpoints or functionalities in the core network (i.e., for NFs, AFs, SCPs, SEPP) provides confidentiality, integrity, and source authentication to secure all communication regardless of network location.
*****End of Change 1*****
