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1
Decision/action requested

This contribution provides discussion on the need and usecases for Kaf refresh in AKMA.
2
References

[1]
3GPP TS 33.535
3
Rationale

3.1 The need for Kaf refresh

In TS 33.535, the AKMA Application Keys Kaf shall use an explicit key lifetime based on the operator's policy. When an AAnF requests an Kaf for a new application session, the AAnF sends the Kaf lifetime as part of the procedure. However, the current specification does not specify the process to refresh the expired Kaf while Kakma is still active. As a result, same KAF will be generated repeatedly.

Based on the current understanding of this problem, the Ua* protocol may support Kaf refresh, but there is no guarantee that the protocol does support it. It has also been studied in TR 33.741 that a new Kakma and also refreshed Kaf will be generated by triggering the primary authentication from the home network. However, this solution is quite complicated, which may lead to signaling overhead and other problems. For example, if there are n number of AFs linked to the same SUPI, one of the AFs wants to refresh the keys and 5GC needs to perform primary re-authentication, then all the n-1 AFs' Kafs will be refreshed and, consequently, all the AFs will need to change the keys. Not only the entire key hierarchy but also multiple AFs are impacted.

In order to increase the industry adoption of AKMA, solutions and procedures for Kaf refresh should be studied in SA3 without relying on the Ua* protocol that may not support Kaf refresh or triggering the full primary authentication.
3.2 Usecases for Kaf refresh
Usecase 1: The lifetime of Kaf expires.

Kaf has an explicit key lifetime generated by AAnF and sent to AF during a new application session request. If Kaf expires, the Kaf refresh procedure can be initiated by the AAnF, AF, or other entities for example.
Usecase 2: The network or AF considers that the Kaf is insecure and actively requests the Kaf to be refreshed.
For some reasons, for example, the network and AF no longer trust each other, the network or AF may consider that the current key is not secure. In this case, the network or AF initiates the key update procedure to re-establish a security association.

4
Detailed proposal

It is proposed to add a new key issue on Kaf refresh in AKMA in TS 33.737.
The concrete proposal refers to S3-222635.
