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1
Decision/action requested

It is requested to approve the new KI on securing application AI/ML traffic between UE and AF.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"
[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"
3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.
It is related to objective #3 in SID S3-221188 [1] which is defined as

3.   UE and 5G system to secure AI/ML based services and operations. 
4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: securing application AIML traffics exchanged between UE and AF
6.X.1
Key issue details
As per KI#5 in SA2 AIML TR 23700-80[Y], the interaction between UE and AF as AI/ML endpoints exchanges application AI/ML traffics(e.g., AI/ML model, intermediate data, local training data, inference results etc.) to support three kinds of AI/ML operations. Since these information exchanges are related to AI/ML training model and data that are related to user privacy, there is a need to study the security aspects for the AI/ML data exchanged between UE and AF.

This key issue studies the confidentiality, integrity and availability aspects on application AI/ML traffics exchanged between UE and AF.

6.X.2
Security threats
If AI/ML traffic exchanged between UE and AF endpoints are not well protected, AI/ML model, intermediate data, local training data, ingerence results etc. may be tampered with, resulting in a number of potential vulnerabilities such as information leakage, information tampering, and training data being poisoned. The results of AI/ML training can be negative impacted, leading to inaccurate training model and waste of resources. If the data exchanged include user sensitive data,  the user privacy can be violated. 

If the integrity of the application AI/ML traffics exchanged between UE and AF is not protected, it may cause model poisoning and user data forgery.

If the availability of the application AI/ML traffics exchanged between UE and AF is not protected, it may cause Dos on AIML operations.
6.X.3
Potential requirements
The 5GC shall provide means to protect the exchange of the application AI/ML traffic between UE and AF.

The exchange of application AI/ML traffic between UE and AF shall be confidentiality-, integrity, and replay-protected.
**** END OF CHANGE ****
