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1
Decision/action requested

It is proposed to agree to the proposed key issue for TR 33.877.
2
References

[1]
3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC".
[2]
3GPP TS 38.423: "NG-RAN; Xn Application Protocol (XnAP)".

[3]
3GPP TR 33.877: "Study on the security aspects of Artificial Intelligence (AI)/Machine Learning (ML) for the NG-RAN".

3
Rationale

This proposed change request is a follow-up to the discussion surrounding the agreed S3-222404 during the last meeting. We propose text for the requirements section which was not agreed.

RAN3 has started specifying the RAN AI/ML framework proposed in TR 37.817 [1] with several discussion and few change requests to TS 38.423 [2]. 

Objective #2 for the SA3 study [3] focuses on the privacy issues of the RAN AI/ML framework. The RAN AI/ML framework specifies three use cases, namely Network Energy Saving, Load Balancing and Mobility Optimization for which the UEs and RAN nodes provide input and inference data and the RAN AI/ML framework on RAN and potentially OAM nodes provides output and feedback data to relevant nodes. 

The source, inferred, output and feedback data can contain UE location and predicted trajectory information which could compromise user privacy. So, the requirement should be along these lines, namely that “The 5G system should preserve the privacy of users when using the RAN AI/ML framework.”.
4
Detailed proposal

*** 1st CHANGE ***
5.1
Key Issue #1: User Privacy of the RAN AI/ML framework 

5.1.1
Key issue details

The RAN AI/ML framework studied in TR 37.817 [2] and specified in RAN specifications (e.g., TS 38.423 [3]) includes several network entities exchanging AI/ML related information for the purposes of data collection, data inference, output and feedback. These network entities are UEs, RAN nodes and potentially OAM nodes depending on the architecture. The RAN AI/ML framework specifies three use cases, namely Network Energy Saving, Load Balancing and Mobility Optimization for which the UEs and RAN nodes provide input and inference data and the RAN AI/ML framework on RAN and potentially OAM nodes provides output and feedback data to relevant nodes. 

An OAM and /or NG-RAN node may train a model or perform inference using UE related information acquired by the RAN node (e.g., UE location information and UE trajectory prediction), and the information obtained from neighbouring RAN nodes (e.g., UE mobility history information). 

5.1.2
Security threats

The source, inferred, output and feedback data used for RAN AI/ML use cases can contain UE related information such as UE location information, UE trajectory predictions, etc. which may compromise user privacy. 
5.1.3
Potential security requirements

The 5G system should preserve the privacy of users when using the RAN AI/ML framework.

  

*** END OF CHANGES ***

