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1	Decision/action requested
This pCR adds a key issue to TR 33.894.
2	References
[1] 3GPP TR 33.894, ‘Study on applicability of the Zero Trust Security principles in mobile networks’. 
[2] NIST Special Publication 800-207, ‘Zero Trust Architecture’, August 2020.
3	Rationale
[bookmark: OLE_LINK28]Zero trust is a cybersecurity paradigm focused on resource protection and the premise that trust is never granted implicitly. To lessen uncertainties of security, the focus is on authentication, authorization, and shrinking implicit trust zones. Therefore, this pCR proposes a key issue on potential excessive trust of 5GC NFs.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.894

*****Start of Change 1*****
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc105088937]5.X	Key Issue #X: New Key Issue on Excessive Trust of NFs
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc105088938]5.X.1	Key issue details
[bookmark: OLE_LINK31][bookmark: OLE_LINK26]The premise of zero trust security is that the trust is never granted implicitly. Various network functions (NFs) deployed in 5G system may face some security issues of potential excessive trust, in which case once the NFs are certified, all subsequent requests are assumed to be equally valid, and they are considered credible by default.
[bookmark: OLE_LINK32]The potential excessive trust in NFs may disrupting normal access control implementation because of the illegal access caused by lateral movement. Although current security mechanisms of authentication and authorization such as OAuth tokens and certificates can allow access between NFs services, the compromised or abnormal NFs are endowed with excessive trust before they are detected. NFs may cause security threats to all other NFs in 5G system by malicious behaviours due to internal attacks or deterioration of their own security status.
[bookmark: OLE_LINK30][bookmark: OLE_LINK22]Since 5G system may be suffered from insider threats caused by lateral movement in NFs, various deployed NFs may amplify the problems caused by excessive trust and lead to the expansion of the impact. The shrinking of implicit trust of NFs can reduce the risk of an attacker gaining broad access via stolen credentials or insider attack.
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc105088939]5.X.2	Security threats
[bookmark: OLE_LINK24]The excessive trust in NFs may cause more NFs service failures or larger scale of data loss and/or theft due to the malicious behaviour caused by a particular attacked NF through lateral movement.
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc105088940]5.X.3	Potential security requirements
The 5GS should provide mechanisms to impose restrictions on the trust of NFs and avoid expansion of insider threats.
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