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1
Decision/action requested

It is proposed to approve the key issue for TR 33.739.
2
References

3
Rationale

This contribution proposes a key issue for EDGE-9 authentication and authorization.

4
Detailed proposals

*************** Start of the Change ****************

5.X
Key Issue #X: EDGE-9 Security
5.X.1
Key issue details

This Key Issue aims at addressing authentication and authorization procedures for EDGE-9 reference point.
As described in TS 23.558 [11], in the situations such as UE mobility, overload control, or maintenance, different EESs can be more suitable for serving the ACs in the UE. Such mobility transitions result in replacing the source the EES (S-EES) with a target EES (T-EES). Replacing the S-EES with the T-EES requires a procedure named Application Context Relocation (ACR).
When ACR is performed, the application context can be moved transparently from a first entity (e.g., S-EES) to a second entity (e.g., T-EES) via EDGE-9 interface. The EEC context may also be moved from an S-EES to the T-EES. Since EEC and application context is sent over this interface and it is important to secure this interface for service continuity, there is a need for authentication and authorization between source entities and target entities across EDGE-9 interface. The security of this interface has already been covered in Rel-17 TS 33.558 [4]. This key issue is to study the authentication and authorization for EDGE-9 interface. 
5.X.2
Security threats

If the S-EES is not authenticated and authorized by the T-EES, then the services of the T-EES can be consumed by unauthorized entities.

If the T-EES is not authorized by the S-EES, then the EEC application context can be sent to an entity not authorized to receive the information.

If the T-EES is not authenticated by the S-EES, then EEC context and in the application context can be revealed to unauthorized entities. Also, disruption of the service can happen.

5.X.3
Potential security requirements

The S-EES and T-EES should mutually authenticate each other. Also, T-EES should authorize the S-EES and the T-EES should be authorized to receive the information from the S-EES. 
*************** End of the Change ****************

