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1
Decision/action requested

It is requested to approve the new solution for HN triggering primary authentication for various scenarios.
2
References

[x] 
3GPP TR 33.741 "Study on home network triggered primary authentication (HONTRA);". 
3
Rationale
This contribution addresses the new solution for KI#1 in TR 33.741[x].

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.741[x].
**** START OF CHANGE ****
6.X
Solution #X: HN triggering primary authentication for various scenarios
6.X.1
Introduction

This solution provides a framework where the home network can trigger a primary authentication due to various scenarios, i.e., 
-
SOR/UPU Counter wraparound; 

-
EPC to 5G interworking where KAUSF would not be available at UE and AUSF. And due to this, a few services will not work;
-
Any other scenarios where any authorized NF can invoke the primary reauthorization.
The solution provides an advanced detection solution where the SoR/UPU wraparound situation is detected in advance, i.e., the AUSF detects that the UPU/SoR counter will reach its max value in the next SoR/UPU case and takes precautionary measures in advance. 
6.X.2
Solution details
6.X.2.1
Procedure for detection of SoR/UPU Counter wraparound in advance and perform reauthentication
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Figure 6.X.2.1: detection of SoR/UPU Counter wraparound in advance and perform reauthentication
1. When an AMF registers with UDM and invokes the Nudm_UECM_Registration API, the AMF shall provide a new AMF re-authentication callback URI. UDM shall store the same along with AMF registration.

2. The UDM decides to perform the UE parameter update procedure or SoR procedure. Therefore, the UDM invokes the Nausf_UPUProtection or Nausf_SoRProtection procedure. The AUSF tries to increment the Counterupu/CounterSoR and figures out that the Counterupu/CounterSoR is about to wrap around or will reach the max value at the next trigger. Therefore, AUSF shall provide an indication of "Counterupu Reaching Max value" or "/CounterSoR Reaching Max value" to UDM along with the successful result of the Nausf_UPUProtection or Nausf_SoRProtection procedure. This alerts the UDM that the current UPU/SoR procedure is OK to continue, but the next follow-up UPU procedure update will cause a wraparound failure. The UDM shall store the received indication.

3. The UDM completes the UPU/SoR procedure as defined in TS 33.501.

4. If "Counterupu Reaching Max value" or "CounterSoR Reaching Max value" indication is received in step 2, the UDM uses the callback URI received during the Registration and shall send a notification to the AMF with SUPI and the "reauthentication required" flag set to true.
Editor's Note: Either to use reauthentication required cause or to use a new service is FFS.
5. Based on the received indication, the AMF shall start the primary reauthentication procedure.
6. AMF shall invoke Nausf_UEAuthetication_Authenticate Request with SUPI and SN-Name.

7. The AUSF sends the Nudm_UEAuthentication_Get Request with SUPI and SN-Name to the UDM. 

Steps 8-10 are the same as defined in TS 33501 clause 6.1.3. After Key KAUSF is generated, the CounterUPU and CounterSoR shall be reset. Therefore, any further UPU/SoR trigger at the UDM will be successful. 
6.X.2.2
Reauthentication due to EPC to 5G mobility 
When UE moves from EPC to 5GC, the AMF performs Registration with UDM and invokes Nudm_UECM_Registration API. UDM should check if there is no authentication result stored in the UDM, then the UDM shall send a notification to the AMF with SUPI and the "reauthentication required" flag set to true as defined in clause 6.x.2.1. Step 4.  It ensures KAUSF is available in AUSF and UE when a user moves from EPC to 5GC so that different services work smoothly, i.e., SoR, UPU, and/or a user accessing the AKMA AF.

6.X.2.3
Reauthentication invoked by other NFs  
If any NF (i.e. AAnF) other than UDM wants to invoke the UE Reauthentication, the NF shall request the UDM to perform re-authentication.
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Figure 6.X.2.3: Reauthentication invoked by other NFs
1. NF wants to perform re-authentication. Therefore, NF shall send a Nudm_EventExposure_Subscribe request to UDM with a new flag for Reauthentication Required.

2. The UDM authorizes the request based on existing means (e.g. Oauth2.0).
3. If authorization is successful, the UDM checks whether the primary authentication for the UE to be initiated or request to be rejected, based on the operator policy. Operator policy includes the details of the "waiting period before initiating new reauthentication". If the check is passed, the UDM shall invoke the reauthentication procedure as defined in Steps 4 to 9 of clause 6.X.2.1. 
Editor's Note: Either use the existing subscribe API at the UDM or define a new request is FFS.
Editor's Note: The factors considered by the AAnF to determine if a UE re-authentication is required or not is FFS. 
Editor's Note: How the AAnF knows such factors which helps to determine re-authentication requirement is FFS.
6.X.3
Solution Evaluation
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