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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
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3	Rationale
Current requirement in [1] on GUTI allocation ensures only the confidentiality of subscriber identities, but subscribers may not be safe from privacy leakage.
Recent studies [3] and our own investigations have shown that the absence of a more detailed standard guideline for GUTI allocation has resulted in the problem of an easily predictable allocation logic (e.g. incremental allocation algorithm). By that the GUTI allocation becomes predictable in certain scenarios, what brings an attacker, who could predict the GUTI of a victim, in the position to track that subscriber - what violates subscriber privacy eventually.

Thus, from subscriber's privacy point of view it is important that each new GUTI is a new random, unpredictable value that does not allow correlation with previously used GUTIs or any other temporary subscriber identity.

While for the 5G specification [2] the implementation guideline “5G-TMSI generation should be following the best practices of unpredictable identifier generation.” is given in section 6.12.3 a comparable statement is still missing in the 4G specification [1].

The intention of the related CR S3-220061 is to overcome this shortage and by that align the privacy requirement of the temporary identifiers and provide additional guidance for implementers.

4	Detailed proposal
It is proposed that SA3 approves the CR given in S3-220061.
