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1
Decision/action requested

This contribution proposes to add the Authentication and Authorization in EES capability exposure for non-CAPIF scenario.
2
References

[1] TR 33.558 v020

3
Rationale

It is proposed to clarify authentication and Authorization in EES capability exposure for non-CAPIF scenario.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change ****************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[4]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".

[xx]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2"..
[yy]
IETF RFC 8446: “The Transport Layer Security (TLS) Protocol Version 1.3".

***************************Next change****************************

6.5
Authentication and Authorization in EES capability exposure

According to clause 8.7.3 of TS 23.558 [5], the EES may re-expose the network capabilities of the 3GPP core network to the EAS(s) as per the CAPIF architecture specified in 3GPP TS 23.222 [6]. If the CAPIF architecture is used, the CAPIF functional security model specified in TS 33.122 [7] shall be used for Authentication and authorization in EES capability exposure. 
If CAPIF is not used, mutual authentication with TLS certificates using TLS defined in RFC 5246[xx] and RFC 8446 [yy] shall be used. The TLS and certificates shall follow the profiles defined in TS 33.210 [2] and TS 33.310 [zz], and the authorization is based on local authorization policy at the EES. 

NOTE: Adaptations of the security protocol dependent on the lower layer protocols could be necessary, e.g. HTTPS instead of TLS if HTTP is used.
***************************End of change****************************

