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1	Decision/action requested
This contribution proposes an update to conclusion of KI #13 “Security and privacy of groupcast communication”.
2	References
[1]	3GPP TS 23.304 v2.0.0		Proximity based Services (ProSe) in the 5G System (5GS)
[2]	TR 33.847 v0.8.0
3	Rationale
[bookmark: _Hlk71144444]According to TS 23.304 [1], the group management is carried out by the application layer in coordination with Application Server, and the Destination Layer-2 ID is determined based on the Application Layer Group ID. The policy for provisioning the Application Layer Group ID may vary depending on the application’s configurations and policies. Therefore, the privacy of the Application Layer Group ID should be handled by the application based on the application’s privacy requirement. In addition, a similar aspect was studied for eV2X and the following Note was added in clause 5.4.3.2 of TS 33.536 “There are no additional procedures defined for privacy of destination Layer-2 ID in this release”. From the above reasons, it is proposed to have no normative work for the privacy protection of the group IDs and Layer-2 IDs in KI #13.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR [2].

***** START OF CHANGES *****
[bookmark: _Toc528155248][bookmark: _Toc62576285][bookmark: _Toc62576601][bookmark: _Toc62595965][bookmark: _Toc62596407][bookmark: _Toc62637786][bookmark: _Toc66119662][bookmark: _Toc66175212]7	Conclusions
[bookmark: _Toc80720549][bookmark: _Toc80721292][bookmark: _Toc80721595][bookmark: _Toc80721902]7.13	Key Issue #13: Security and privacy of groupcast communication
For Key Issue #13, the followings are taken as conclusions:
-	For protection of one-to-many communications between ProSe-enabled UEs, it is concluded that the principle security mechanisms defined in clause 6.2 of TS 33.303 [2] are reused for 5G ProSe public safety case scenarios. Further enhancements or adjustments can be discussed and added during normative phase.
[bookmark: _Hlk69716001]-	For privacy protection of group IDs and Layer-2 IDs, according to TS 23.304 [16], the Destination Layer-2 ID is determined based on the Application Layer Group ID and Application Layer Group ID is configured by ProSe application. The privacy of the Application Layer Group ID should be handled by the application based on the application’s privacy requirement. Therefore, it is concluded that no normative work is needed for privacy protection of group IDs and Layer-2 IDs.

***** END OF CHANGES *****

