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[bookmark: _Toc454462896]**** First Change ****

[bookmark: _Toc532211196][bookmark: _Toc44943906][bookmark: _Toc58252751]6.1	Certificate profiles
NOTE:	The present clause contains the general 3GPP certificate profile. Other 3GPP specifications (e.g. TS 33.203 [9], TS 33.220 [10], etc.) point to the present clause. Thus parts of the present clause may also apply to devices and network nodes as specified in other specifications. New specifications using certificates should refer to this profile with as few exceptions as possible.
The present clause profiles the certificates to be used for NDS/AF. An NDS/AF component shall not expect any specific behaviour from other entities, based on certificate fields not specified in this section.
Certificate profiling requirements as contained in this specification have to be applied in addition to those contained within RFC5280 [14]. In case of conflicting requirements, the requirements in this specification override and obsolete the requirements in RFC5280 [14]. This applies for the SEG, NE, the TLS entity, the SEG CA and the Interconnection CA. 
A receiving SEG or TLS entity shall be able to process an extension marked as critical in the present document.

Before fulfilling any certificate signing request, the NE CA, SEG CA and Interconnection CA shall make sure that the request suits the profiles defined in this section. Furthermore, the CAs shall check the Subject's DirectoryString order for consistency, and that the Subject's DirectoryString belongs to its own administrative domain.
NEs, SEGs and TLS entities shall check compliance of certificates with the NDS/AF profiles and shall only accept compliant certificates.
Security protocols like TLS and IKEv2 do not provide authentication, they provide proof-of-possession of the private key(s) and enable authentication by transporting certificates. In addition to proof-of-possession, authentication includes validating the identity and the certificate chain. The specifications of these protocol defer the proper validation of identities to responsibility of the applications using the protocols. Hence, when 3GPP specifications state that authentication is mandatory, this includes all parts of authentication including identity validation and certificate path validation. These parts of authentication are the responsibility of the application or network function 3GPP specifies. Identity validation is an essential part of zero trust architectures and the basis for all authorization and policy control. Some application protocols specify how to validate the identity. Note that HTTPS as an application of TLS for example specifies how to validate the server identity but it does not validate the client identity and leaves this again to the application using HTTPS. Note that authentication is sometimes done on the application layer on top of the security protocols. Just validating that the certificate was issued by a trusted CA is not considered authentication. A compromised node must not be able to impersonate other nodes belonging to the PKI of trusted CA.
For interfaces where the 3GPP specifications do not specify how to validate identities, the implementation shall define what the identity is and enforce identity validation.
**** End of Change ****

