3GPP TSG-SA3 Meeting #105e 
S3-214300
e-meeting, 8 – 19 November 2021
Source:
Philips International B.V.
Title:
Conclusions KI#1
Document for:
Approval
Agenda Item:
5.7
1
Decision/action requested

Acceptance of conclusions in KI#1 of TR33.847.
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Rationale

Key issue #1 requires that the entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity. 
Solution #4 cannot provide this capability in certain situations, for instance:

· In out of coverage use cases.

· In coverage use cases, when multiple sending/receiving devices are configured with the common DUIK or a common key used to derive a same DUIK.
In this situation the risk of device impersonation when using Solution #4 is high since:

(i) It is very likely to have a common DUIK for multiple devices so that the sending device is able to address multiple receiving devices with a single message and 

(ii) those receiving devices might be under the control of malicious parties, e.g., when relay discovery is used for commercial services.
Thus, it is of paramount importance to fully address KI#1 and ensure source authenticity in restricted relay discovery, both in coverage and out of coverage. 
This pCR proposes to:

a) use Tdoc 214297 extending Sol#37 to provision suitable discovery parameters for Solution #4 that allow fulfilling KI#1’s source authenticity requirements in relay/group discovery when devices are in coverage.

We note that this extension requires minimal changes with respect to TS 33.303 and ensures that such a configuration can be created at all and used to ensure stronger source authenticity when a sending (e.g., announcing) and receiving (e.g., monitoring) UEs are in coverage.

An instantiation of particular interest is one in which the sending UEs are given the DUIK and the receiving UEs are not given the DUIK. The receiving UEs verify the integrity of the received messages by means of match reports.

Another instantation of particular interest consists in having two DUIKs, DUIKin coverage and DUIKout of coverage, for a given application. For that given application, the sending UEs broadcast discovery messages – in an alternating manner, i.e., messages 1, 3, 5, 7,... 2n+1 protected with DUIKin coverage and messages 2, 4, 6,... 2(n+1) protected DUIKout of coverage. The receiving devices are only configured with DUIKout of coverage. If a receiving UE is in coverage, the receiving UE can get the MIC of the messages protected with DUIKin coverage verified by means of a match report to get higher assurances on the source authenticity of the received messages. If a receiving is out of coverage, the receiving UE relies on the local MIC verification of the messages protected with DUIKin coverage.
b) use Solution #43 to fulfil KI#1’s source authenticity requirement in in-coverage and out-of-coverage use cases. 
In particular, an instantiation of Solution #43 consists in assiging a DUIHC to the sending UEs (e.g., announcing UEs) so that they can use it to prove their role as sending UEs towards the receiving UEs (e.g., monitoring UEs). 
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

7.1
Key Issue #1: Discovery message protection
For Key Issue #1, the following is taken as interim conclusions:

· For the open ProSe direct discovery scenario, Solution #3 is used as a basis for normative work. 
· For the restricted ProSe direct discovery scenario, Solution #4 is used as a basis for normative work. 
· Solution #43 is used as a basis for normative work to complement Solution #4 and ensure source authenticity in in-coverage and out-of-coverage use cases. 
· Tdoc 214297 extending Sol#37 is used as basis for normative work to provision suitable discovery parameters for Solution #4 that allow fulfilling KI#1’s source authenticity requirements in relay/group discovery when devices are in coverage.

***
END OF 1st CHANGE
***
