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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

The handling of PC5 security policy for 5G ProSe services can reuse the existing PC5 security policy configuration and negotiation mechanism for eV2X services defined in TS 33.536 [8], which requires that each eV2X service is assigned with its own specific PC5 security policy. However in real deployment of 5G ProSe services, it could be possible that some of the 5G ProSe services may not be assigned with a specific PC5 UP security policy by the 5G ProSe service provider, which will lead to the absence of PC5 UP security policy in the ProSe-anable UE. If one of the peer UEs is not equipped with PC5 UP security policy when establishing direct communication for a specific 5G ProSe service, the peer UEs cannot proceed with security policy negotiation and enforcement, hence the direct communication between the peer UEs cannot be established based on the existing mechanism.
This solutions proposes that each 5G Prose-enabled UE must be provisioned a default PC5 UP security policy, while the availability of specific PC5 UP security policy associated with a ProSe application or ProSe relay service is dependant on the ProSe service provider. 
4
Detailed proposal

****************The first change****************
6.Y
Solution #Y: Default UP security policy for PC5 connection

6.Y.1
Introduction

This solution addresses KI#17 and focuses on provisioning of the PC5 UP security policy.

The handling of PC5 security policy for 5G ProSe services can reuse the existing PC5 security policy configuration and negotiation mechanism for eV2X services defined in TS 33.536 [8], which requires that each eV2X service is assigned with its own specific PC5 security policy. However in real deployment of 5G ProSe services, it could be possible that some of the 5G ProSe services may not be assigned with a specific PC5 UP security policy by the 5G ProSe service provider, which will lead to the absence of PC5 UP security policy in the ProSe-anable UE. If one of the peer UEs is not equipped with PC5 UP security policy when establishing direct communication for a specific 5G ProSe service, the peer UEs cannot proceed with security policy negotiation and enforcement, hence the direct communication between the peer UEs cannot be established based on the existing mechanism.
This solutions proposes that each 5G Prose-enabled UE must be provisioned a default PC5 UP security policy, while the availability of specific PC5 UP security policy associated with a ProSe application or ProSe relay service is dependant on the ProSe service provider. 
6.Y.2
Solution details

6.Y.2.1 Two kinds of PC5 UP security policy 

The default PC5 UP security policy is common to all applications. It does not need to bind with an application. The default PC5 UP security policy can be pre-configured at the UE or be provisioned to be UE by the PCF.

The specific PC5 UP security policy is bound with a ProSe Application or a ProSe relay service represented by a RSC, and it will only be used when the UE is going to use the ProSe application.
6.Y.2.2 The use of PC5 UP security policy

If the UE has a default PC5 UP security policy, while the UE does not have a specific PC5 UP security policy associated with the ProSe service it is going to use, then the UE takes the default PC5 UP security policy into use.

If the UE has a specific PC5 UP security policy associated with the ProSe service it is going to use, the UE takes the specific PC5 UP security policy into use which has a higher priority than the default PC5 UP security policy.
6.Y.3
Evaluation

This solution addresses the requirement on PC5 UP security policy of KI#17.

This solution introduces default PC5 UP security policy and specific PC5 UP security policy. The default PC5 UP security policy is to gurantee the UE has a UP security policy for PC5 connection to use, when it is not provisioned a specific PC5 UP security policy used for a specific 5G Prose service with a specific security requirement.

This solution provides the flexibility for PC5 UP security policy handling to cover different 5G Prose service.

****************The End****************
