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	Reason for change:
	Excerpts from 3GPP TS 33.535:
6.4.1	KAKMA re-keying
KAKMA shall be re-keyed by running a successful primary authentication as described in clause 6.1.
6.4.2	KAF re-keying
The KAF re-keying depends on the lifetime of the KAF and may be trigged by the AF, which means that when a new KAKMA is derived, the KAF will not be re-keyed automatically. 
When the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF as description in clause 6.4.3 based on its policy. If there has been a change of KAUSF (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF.
As per the above excerpts, the KAF may not be refreshed after its lifetime expiry, until a new primary authentication takes place. This means a user may not be able to use an application (requiring authentication using AKMA) after the KAF expires and until a new primary authentication procedure takes place (which may happen after a very long period of time). The KAF should be refreshed when needed by the applications that are depending on the KAF and hence a mechanism is required for the AKMA service to request the AUSF to initiate the primary authentication procedure to refresh the KAUSF in order to derive a fresh KAF key, once the lifetime is expired.

	
	

	Summary of change:
	This CR proposes: 
· Upon KAF lifetime expiry, AF requests AAnF to provide new KAF. 
· AAnF, upon determining that KAF cannot be refreshed (as same key will get generated), requests AUSF to generate new KAKMA. 
· Perform a re-authentication procedure as defined in TS 33.501.
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	No support for explict triggering of AKMA key refresh, leads to unavailability of service, if there is no valid KAF exist in the UE and in the AF.
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*** Start of Changes ***
[bookmark: _Toc51245750][bookmark: _Toc75356739]6.4.3	KAF refresh
Ua* protocol may support refresh of KAF. If the Ua* protocol supports refresh of KAF, the AF may refresh the KAF at any time using the Ua* protocol.
Depending on the local policies, a new primary authentication shall be initiated by following the procedure described in clause 6.x. 

*** Next Change ***
6.X	Key Update Procedure in AKMA 
 In case KAF expires, the AF may request initiation of fresh primary authentication using the procedure detailed in figure 6.x-1:






Figure 6.x-1: KAF Refresh Procedure
1. UE registers to the network and shall perform the primary authentication. Upon successful completion of primary authentication, if the UE is authorised for AKMA service, then the key KAKMA and A-KID are derived and provided to the AAnF as described in clause 6.1 of this document.  When UE wants to establish application session with the AF, the UE shall generate KAF and request for application session establishment with AF by providing A-KID in the Application session establishment request. AF shall retrieve the KAF and the KAF expiration time from AAnF, by providing AF-Identity (e.g. AF-FQDN) and A-KID. 
2-3. When the UE request the AF for access and if the KAF lifetime expires or is about to expire, the AF shall request the AAnF to refresh the key KAF by sending Naanf_AKMA_ApplicationKey_Get request, including key refresh indicator. If the KAF lifetime expires, the AF shall reject the UE’s access request, as the old A-KID is no longer valid, it shall request the UE to connect using a new A-KID.
4-5. Upon determining that the KAF cannot be used further, since A-KID associated KAF is already used for the AF, the AAnF shall request the AUSF to generate a fresh KAKMA, by sending Nausf_AKMAKey_Get request along with the SUPI.  

6. Upon receiving the request from the AAnF, the AUSF shall request the UDM to trigger the re-authentication procedure as specified in clause 6.1.X of TS 33.501. 


*** End of Changes ***
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