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1
Decision/action requested

It is proposed to endorse the proposal in this discussion paper.
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3
Rationale

In 5G, KAUSF is a long-term key and in case the home network detects a potential compromise of KAUSF or requires refresh of KAUSF due to other reasons (UPU/SoR Count wrap-around (S3-212670), expiry of KAF key established by AKMA service, long living KAUSF (S3-210501)), the home network would not be able to trigger a KAUSF refresh based on the existing procedure in TS 33.501. 
Therefore, it is necessary to have a requirement in SA3 to trigger re-authentication explicitly without having any service impact (making the UE to do a re-registration procedure).
3.1
Need for Re-authentication procedure
Authentication of UE generates a key KAUSF that is shared between UE and home network. In 5G, KAUSF is a long-term key, as UEs may be attached to a network for extended times without refreshing the KAUSF. i.e., the 5G system doesn't limit the lifetime of the keys resulting during primary authentication.  In such scenarios, the home network doesn't have a mechanism to trigger re-authentication for the UE to refresh KAUSF. 
During SA3#102-e meeting, S3-210501 was proposed to add the potential requirement on home network triggered re-authentication procedure and during SA3#104-e meeting, S3-212903 was proposed to add a network initiated primary authentication procedure to TS 33.501. By considering the proposal from these two documents, it is necessary to define a mechanism for the home network to trigger the re-authentication. 
Observation 1: A compromised or long-lived KAUSF may continue to be used at the network.
During SA3#104-e meeting an LS (S3-213170) was sent to CT4 asking clarification on whether there is any mechanism already specified for re-authentication in CT4 specification. Excerpt from CT4 reply LS (C4-215437) are as follows:
	1) Whether it is possible for the UDM to send the application error (REAUTHENTICATION_REQUIRED) to the AMF without a request from the AMF.

[CT4] No, this error cannot be sent without a request from the AMF.

2) Whether CT4 has already specified any procedure that allows the home network (particularly UDM and/or AUSF) to trigger re-authentication procedure.

[CT4] CT4 defines UDM triggered AMF de-registration procedure which can cause de-registration and re-registration of the UE, so that UDM can insist for re-authentication during re-registration. Though this procedure is not intended for triggering re-authentication, as it results in service impact.


The existing procedure for re-registration is service affecting and causes far more signalling for the UE. UE not only needs to perform fresh registration, but also needs to newly establish PDU sessions, perform NSSAA, register at application level (e.g., IMS) etc. A re-authentication should be possible without causing all these.

For example, when AMF wants to re-authenticate the UE during Service Request, it doesn’t de-register the UE to perform the same. Instead, it performs re-authentication procedure while keeping the UE context. 
Observation 2: From [C4-215437], it is clear that there is no procedure existing currently to trigger the re-authentication procedure by the UDM in stage-3 specification and also it is not possible for the UDM to send the application error (REAUTHENTICATION_REQUIRED) to the AMF without an explicit request from the AMF.
Observation 3: Based on the current understanding from the CT4 reply LS, it is preferred to have a procedure to let UDM trigger re-authentication, without affecting the service.
Apart from UDM triggering the re-authentication procedure, SA3 may also need to specify a procedure in such a way that other NF can initiate the re-authentication procedure with the UDM. Once the UDM receives the trigger from the NF, it can initiate the re-authentication procedure with the AMF. 
Observation 4: SA3 may also need to specify a procedure in such that UDM initiates re-authentication of the UE, if an internal NF requests to initiate re-authentication to refresh the UE specific home key (KAUSF).
4
Detailed proposal

Observation 1: A compromised or long-lived KAUSF may continue to be used at the network.
Observation 2: From [C4-215437], it is clear that there is no explicit procedure existing currently to trigger the re-authentication procedure by the UDM in stage-3 specification and also it is not possible for the UDM to send the application error (REAUTHENTICATION_REQUIRED) to the AMF without a request from the AMF.
Observation 3: Based on the current understanding from the CT4 reply LS, it is preferred to have a procedure to let UDM trigger re-authentication, without affecting ongoing service.

Observation 4: SA3 may also need to specify a procedure in such that UDM initiates re-authentication of the UE, if an internal NF requests to initiate re-authentication to refresh the UE specific home key (KAUSF).

Proposal 1: From above observations, it is clear that there is a need to define a mechanism for the UDM to request the AMF to perform a re-authentication, as to refresh the UE specific home key (KAUSF).
Proposal 2: It is also required to have an UDM procedure in which an internal NF can requests to initiate re-authentication to refresh the UE specific home key (KAUSF). 
