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1
Decision/action requested

It is proposed to approve the changes.
2
References

[1]
TR 33.867, Study on user consent for 3GPP services v 0.7.0

[2]
S3-213862, Baseline of user conent living CR for SA3#105-e (PROPOSAL)

3
Rationale

This pCR brings the following three concluded aspects from the TR [1] into the proposed baseline living CR [2]. 
1. Consent being effective until revoked.

2. Consent revocation triggering the halt to data processing.

3. Data deletion upon consent revocation being not in the scope of the present document.

4
Detailed proposal

****** Start of Changes (1) ******
Annex X (normative): User consent requirements and mechanisms
X.1

General

X.1.1  Scope

User consent can be required for 3GPP features depending on local regulations. Therefore, this annex describes the generic security requirements and procedures to support user consent enforcement in 3GPP services. While the use cases can differ, the annex focuses on the common and generic aspects related to the storage, checking and revocation of the user consent. 
The user consent related requirements and mechanism in the present document are applicable only when it is required by regional regulations or operator’s local policy, not otherwise. 
X.1.2  Relationship between end-users and subscriber 
It is assumed that the user consent is obtained from the end-users. The end-user(s) is the subscriber itself or authorize the subscriber to provide consent on behalf of the end-users. Alternatively, the end-users are authorized by the subscriber to provide the consent. That means user consent is always tied to the subscription information. How authorization is provided between the subscriber and the end-users is out-of-scope of this specification.

NOTE: The term end-user is defined in TR 21.905 [1].

X.2

Requirements
The UDM shall provide the following services related to the user consent. 

-
retrieval of user consent parameters.
The user consent parameters shall be stored in the UDM as subscription data.
The user consent parameters shall be effective until revoked. It means that there is no expiry/validity timer for the user consent parameters.
The user consent parameters shall be effective only after the point in time that user consent was given, and they shall be effective until they are revoked.

UDM does not provide revocation service, it only provides notification.
X.3

User consent check

Editor's Note: This clause will describe how to check of user consent in order to provide guideline that if a new use case needs to check of user consent.
NFs obtaining or checking the user consent parameters shall consider the user consent parameters as effective until revoked.
X.4

User consent revocation

Editor's Note: This clause will describe how to check of user consent in order to provide guideline that if a new use case needs to check of user consent.
Upon notification of consent revocation, the NFs possessing the data pertaining to the revoked consent shall halt processing of that data.

Upon notification of consent revocation, whether the NFs possessing the data pertaining to the revoked consent delete that data or not is not in the scope of the present document. Depending on circumstances/regulations outside the scope of 3GPP, that data may have to be deleted, or quarantined, or temporarily retained.
****** End of Changes ******
