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1
Decision/action requested

This contribution proposes to update Clause 5.2.1 to include Clause 5.2.1.3 UUAA during PDU Session Establishment in TS 33.256.
2
References

[1]
3GPP TS 33.256, ‘Security aspects of Uncrewed Aerial Systems (UAS)’.

[2]
3GPP TS 23.256, ‘Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking’.
3
Rationale

This pCR propose to update Clause 5.2.1 to include Clause 5.2.1.3 UUAA during PDU Session Establishment in TS 33.256.
4
Detailed proposal

SA3 is kindly requested to agree the changes below to TS 33.256.

*****Start of Change*****
5.2.1.3
UUAA during PDU Session Establishment Procedure

The UUAA during PDU Session Establishment is triggered by the SMF and performed as specified in TS 23.256 Clause 5.2.3.2 with the following aspects described here. 
According to TS 23.256 Clause 4.2.1, if UUAA is not performed during the Registration procedure in 5GS, the UUAA is performed at PDU session establishment when the UAV requests user plane resources for UAV operation. If the UUAA has been performed successfully during registration, the AMF on receiving the PDU session establishment request with CAA-Level UAV ID checks if it has any valid UUAA results available for the corresponding CAA-level UAV ID and provides the valid UUAA results to the SMF along with the PDU session establishment request. The SMF if receives from AMF, a PDU session request message along with valid UUAA results for a CAA-Level UAV ID, then the SMF shall determine not to perform another UUAA and continue with steps 6-8 of PDU session establishment procedure specified in TS 23.256 Clause 5.2.3.2.
The procedure assumes that the UE/UAV has already registered with the AMF.

0.
The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA Authentication/Authorization of the PDU session establishment request based on the provided DNN/S-NSSAI and if the UUAA is not performed during the registration procedure. 
If a UUAA has been performed at Registration, there is no need for the USS to perform UUAA at PDU Session establishment and steps 1 to 5 is not performed as specified in TS 23.256 Clause 5.2.3.2.

The UAV includes the CAA-Level UAV ID and may include the Authentication Server Address (i.e., the USS address) and optionally Authentication Data (i.e., the UUAA Aviation Payload) in the PDU Session Establishment request. 
1.
The SMF invokes Nnef_Authentication_Authenticate service operation, including the CAA-Level UAV ID, DNN, S-NSSAI, and may include the Authentication Server Address (i.e., the USS address) and the Authentication Data (i.e., the UUAA Aviation Payload) if it was provided by the UE. The UAS NF/NEF selects a USS based on either the CAA-Level UAV ID of the UAV or the Authentication Server address (i.e., USS address).

2.
From UAS NF/NEF to USS: Naf_Authentication_Authenticate_service operation forwarding the authentication request received information from the SMF, which shall also include the UAS NF Routing information (e.g., a FQDN or IP address) which uniquely identifies the NF located in the 3GPP network that handles the UAV related messages exchanges with the corresponding external USS/UTM. 
3.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. N33_Authentication_Authenticate response messages from USS shall include GPSI and may includes authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. 

4.
From USS to NEF: Naf_Authentication_Authenticate response.


The USS sends Naf_Authentication_Authenticate response to the UAS NF/NEF with the Authentication/Authorization result containing the UUAA result, optionally a new CAA-Level UAV ID, requested policy information, C2 assistance information that indicates the pairing related information such as UAV-C ID and UAS Security information in UUAA Authorization Payload to the UAV (e.g., security info to be used to secure communications with USS). 

5.
The UAS NF/NEF stores the UUAA result together with the GPSI and CAA-Level UAV ID. UAS NF/NEF forwards the Authentication/Authorization result, the new CAA-Level UAV ID, if received from the USS, and the UAS Security information in UUAA Authorization Payload, and C2 assistance information if received from the USS, to the SMF. 

6.
The UAS NF/NEF shall subscribe to the PDU Session Status Event notification as described in TS 23.256 Clause 5.2.3.2.

7.
The SMF transfers the UUAA result, if received the new CAA-Level UAV ID and the UAS Security information in UUAA Authorization Payload, and C2 assistance information to the UAV.

8. The UE on receiving the UUAA result as success, shall store the authorization information if received such as, CAA-level UAV ID, C2 assistance information and UAS Security information.

*****End of Change*****
