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1
Decision/action requested

This document discusses the potential security issue addressed by the incoming RAN2 LS on QoE report handling at QoE pause.
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Rationale

RAN2 LS on QoE report handling at QoE pause was received in [1] in which SA3 was requested to provide feedback on the potential security issue raised for Option 1 (“Application layer is responsible for storing QoE reports when the UE receives QoE pause indication”). When Option 1 was discussed in last RAN2#114-e meeting (May 2021) some companies had concern that indicating pause to the applications may implicitly tell the applications about the RAN situation, e.g. overload. And if there are malicious applications installed in the UE, they may take the opportunity to take down the network, e.g. by creating QoE reports with faulty information.

In order to provide feedback to RAN2 we discuss the potential security issue raised for Option 1 and suggest a response according to our findings.
4
Detailed proposal

A network operator may be interested to collect and utilize QoE measurement information from UEs for certain services (streaming, MTSI, MBS, VR, XR etc.) to better understand the user experience and optimize their network for the concerned services. In this case the OAM or CN of the network may activate QoE measurement configuration towards qualified UEs. The QoE measurement configuration to the qualified UEs may include parameters such as PLMN target, session to record of an application, service type, area scope (list of cells or list of TAs), QoE reference (final destination for the QoE measurement reports to send, e.g. TCE/MCE) and QoE metrics of the concerned service type (incl. start time and duration of recording).
The QoE measurement configuration from the network is received from gNB over RRC by UE AS layer and forwarded to its application layer (AL). UE AL starts then QoE measurement collection in accordance with the received QoE measurement configuration. If the QoE measurement collection (QMC) has been completed, UE AL sends the collected QoE measurement results to its AS layer in a QoE measurement report and UE AS layer transmits the report over RRC to the gNB.
During ongoing QoE measurement collection the UE may receive a QoE pause indication from the gNB due to temporary RAN congestion. This pause indication instructs the UE to temporarily stop sending QoE reports of the affected QoE measurement configuration until receiving a QoE resume indication from the gNB. It is assumed that the ongoing QoE measurement collection in UE AL is not affected by the QoE pause indication. With regards to the handling of QoE reports in the UE which are generated during QoE pause, RAN2 identified three options and according to Option 1 the QoE reports are stored in UL AL. In this context some companies have concern that storing QoE reports during QoE pause may pose potential security issue in case of malicious applications.
For the RAN and C-plane based QoE configuration and reporting procedure, Figure 1 shows an exemplary implementation of QMC functionality in the UE for Option 1 acc. to [2], [3], [4]. In the example the following functions are assumed in the TE part of the UE to support QMC:
· QMC handler: Function that controls QoE measurements configuration and reporting.
· Media client: collects and reports QoE measurements acc. to the configured QoE metrics. The media client may be e.g. a MTSI client or DASH client (in case of streaming services). Detailed implementation of QMC is left to UE vendor, i.e. the QMC handler could be built into the Media client or into other UE entities.

Referring to Figure 1 and [2], [3], [4] our findings with regards to the potential security issue raised for Option 1 are as follows:
1. The applications may be trusted or untrusted. That means malicious applications cannot be precluded due to following reasons:

· QoE may be controlled and tested by 3GPP. However, RAN5 test cases are application agnostic and application type is not controlled by test environment, i.e. application layer is a black box.
· During tests for commercial certification, the possibility that some malicious applications got installed is very low. But commercial certification is voluntary, so there is no way of controlling an implementation including malicious applications.
2. However, applications do not perform QMC but Media clients. And the Media clients can be considered as trusted UE functions. 
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Figure 1: Exemplary implementation of QMC functionality in UE
In view of above findings, we think there should be no security issue with malicious applications for Option 1. Therefore, we suggest to provide feedback to RAN2 accordingly.
A draft reply LS has been prepared in [5].
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