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Title: 
New SID on feasibility study of interworking between 3GPP NF and security devices 

Acronym: SEC_IWF 
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{A number to be provided by MCC at the plenary} 

Potential target Release: Rel-18. 
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Classification of the Work Item and linked work items

2.1
Primary classification

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

The introduction of SBA in 5G brings more connectivity between NFs which makes network deployment and operation more flexible. However, it also adds more complexity to the network in terms of security. 

 On the other hand, the current design of security architecture and procedure in 3GPP is relatively simple in network security aspect. Though NDS/IP, TLS/Oauth are defined for authentication, authorization and connection security protection between NFs, more advanced attacks still can’t be protected, such as attacks initiated by compromised NF, or DDoS attacks triggerred by normal signaling. And such attacks could not be prevented with 3GPP security features either, so operators need to deploy additional security devices in network, such as firewall, IDS/IPS etc. However, those devices working in independent manner can not cooperate with 3GPP NF, which could not better provide security protection. For instance, if a security device detects that the signaling flow is abnormally high to a specific NF, but since it has no way to provide warning to the NF directly, the NF could not take actions to mitigate the coming risk. Another example, when NWDAF gets the conclusion with the analyzed information that a specific NF has received DDoS attack, the DDoS attack can not be mitigated either due to no interaction between NWDAF and the security devices. So it is required to build connection between 3GPP NF and security devices, to help 3GPP network get better security protection.

Currently, security devices like firewalls, filters, etc. are transparent to 3GPP defined network architecture in 2/3/4G. In 5G this changes. Some kinds of security related functions/features are designed to solve the issues between 3GPP network and dedicated security devices. For example, there already are security devices in 2/3/4G to solve interconnection security issue between operators, but they are transparent to 3GPP defined network. 5G introduces SEPP to provide security connection and topology hiding. This changes transparent security device to NF. Another example is IPUPS, which is just used to filter for GTP tunnel in previous network but now act as an NF also. Recently there is another proposal to introduce a new security related NFs in SIV study from JHU. A new NF named PACF is proposed to communicate with NRF for virtualization remote attestation, which is transparent before. 

Base on the analysis above, there are potential requirements to introduce more dedicated security related devices as 3GPP NFs, that will introduce new interfaces, new protocols, new procedures, which will consequently increase complexity and difficulty for network deployment and operation. 
In conclusion, there are requirements to introduce a NF as security interworking function between 3GPP network NFs and dedicated security devices which can provide unique standard interface for 3GPP NFs. Therefore we do not need to introduce additional NF for dedicated security device, furthermore network architecture and security protection method can be simplified.

4
Objective

It proposes to have feasibility study on a security NF which is used as interworking function between 3GPP NF and dedicated security devices.

The study will have following actions:

· To make gap analysis to introduce this kind of NF.

· To define potential security functionality

· To study potential security interfaces and procedures.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	internal TR
	33.xyz


	feasibility study of interworking between 3GPP NF and security devices
	TSG SA#98
	TSG SA#99
	Qi Minpeng, China Mobile, qiminpeng@chinamobile.com


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}

{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)

Qi Minpeng, China Mobile, qiminpeng@chinamobile.com
7
Work item leadership

SA3

8
Aspects that involve other WGs

None identified yet 
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