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1	Decision/action requested
How the UE indicates its UE Capability to support UP IP with SeNB in DC, needs to be resolved
2	References
[1]	Living CR for UP IP in LTE in S3-213698
3	Rationale
How the UE indicates its UE Capability to support UP IP with SeNB in DC, needs to be resolved.

The node (MeNB and SeNB) activating UP IP for a DRB established with the UE shall always consider the UE capability of supporting UP IP. Therefore the UE capability of supporting UP IP should always be forwarded to the SeNB when MeNB is offloading a DRB to the SeNB.

This would provide a consistent behaviour and a more uniformed behaviour.

The following updates are proposed:

· The following Editor note is deleted:
Editor’s note: Its FFS how UE indicates support of user plane integrity protection with SeNB in EN-DC, e.g. whether EIA7 in the UE EPS security capabilities is used or whether a new indication is defined. 
· The MeNB shall always include UP integrity protection policy (either the one received from other network entities or the locally configured one if no UP integrity protection policy is received from other network entities) to the SeNB.

· The SeNB in DC shall determine from the UP integrity protection policy received from the MeNB together with EIA7 bit in the UE EPS security capabilities whether to activate user plane integrity protection with the UE or not.
4	Detailed proposal

*************** Start of 1st Change ****************
[bookmark: _Toc11226511][bookmark: _Toc26800205][bookmark: _Toc35439013][bookmark: _Toc35439344][bookmark: _Toc44945878]E.2.3	Activation of encryption/decryption
The DRB offload procedure with activation of encryption/decryption and integrity protection follows the steps outlined on the Figure E.2.3-1.





Figure E.2.3-1. SeNB encryption/decryption activation 
1.	The UE and the MeNB establish the RRC connection.
2.	The MeNB decides to offload the DRB(s) to the SeNB. The MeNB sends SeNB Addition Request to the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary. UE EPS security capability shallould also be sent to SeNB. If the UE supports UP integrity protection with EPS, tThe SeNB Addition Request message shall additionally include UP integrity protection policy (either the one received from other network entities or the locally configured one if no UP integrity protection policy is received from other network entities).
3.	The SeNB allocates the necessary resources and chooses the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capability. If the UE supports user plane integrity protection, then the SeNB shall use the UP IP policy received from the MeNB together with the UE EPS security capabilities (i.e. bit EIA7), to determine whether to activate UP integrity protection. The SeNB shall activate UP integrity protection per DRB according to the UP integrity protection policy if it is received and shall indicate that to the UE.
Editor’s note: Its FFS how UE indicates support of user plane integrity protection with SeNB in EN-DC, e.g. whether EIA7 in the UE EPS security capabilities is used or whether a new indication is defined. 

4.	The SeNB sends SeNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected ciphering algorithm and integrity algorithm to serve the requested DRB for the UE.
5.	The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KeNB for the SeNB, the KUPenc and the KUPint associated with the assigned bearer. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier received from the SeNB in step 4) to the UE (see section E.2.4.3 for further details).
NOTE: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.
6.	The UE accepts the RRC Connection Reconfiguration Command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc and the KUPint for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates encryption/decryption and integrity protection once S-KeNB and KUPenc are derived.
7. MeNB sends SeNB Reconfiguration Complete to the SeNB over the X2-C to inform SeNB configuration result. On receipt of this message, SeNB may activate encryption/decryption and integrity protection with UE. If SeNB does not activate encryption/decryption or integrity protection with the UE at this stage, SeNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
*************** End of 1st Change ****************
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