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1
Decision/action requested

It’s proposed to approve this pCR to Living doc on addition of 5G to BEST.
2
References
 [1]
S3-213207 Living document for BEST_5G - draftCR to TS 33.163
3
Rationale

This contribution is proposed to resolve the EN: it is FFS how UEs can indicate that they are requesting a 'BEST user plane confidential service'.
How UE can indicate its requirement on confidential service is not specified in current spec, it’s proposed to add an confidential indication in the EMSDP Session Request command and the HSE can provide the confidential service accordingly. 
4
Detailed proposal

***************************************     First Change    ***********************************
6.2.6.1.1
EMSDP Session Request

The EMSDP Session Request command shall be used by the UE to trigger a new BEST session from the HSE.  This message shall include an identification of the UE, an indication of its BEST support. Optionally, the EMSDP Session Request command may include information on the end enterprise service that this data is a part of. The UE shall also include a confidential indication in the EMSDP Session Request command to indicate the UE is requesting a 'BEST user plane confidential service'. For UEs not supporting 5G authentication, if the UE is requesting a 'BEST user plane confidential service' then the Serving network information shall be present, else this information is optional. For UEs supporting 5G authentication, the Serving network information shall be present. 


This message may be sent after a PDP context has been setup.

Note: 
the content of this message is used in the following EMSDP start session.

The cmd options for the EMSDP session request command are as follows:

Table 6.2.6.1.1-1: EMSDP session request command options

	Name
	M / C / O

	IMSI TLV or SUCI TLV
	M

	BEST UE configuration TLV
	M

	Enterprise Setup Information Element TLV
	M

	Serving Network TLV
	C


IMSI TLV: This is a TLV that contains the IMSI as follows:

Table 6.2.6.1.1-2: IMSI TLV

	Name
	Size
	M / C / O
	Value

	IMSI TLV Tag
	1 byte
	M
	01

	Length
	1 byte
	M
	Length of IMSI value (X)

	IMSI value 
	X bytes
	M
	according to TS 31.102 [15] clause 4.2.2 bytes 2 to 9..


SUCI TLV: This is a TLV that contains the 5G SUCI as follows:

Table 6.2.6.1.1-x: SUCI TLV

	Name
	Size
	M / C / O
	Value

	SUCI TLV Tag
	1 byte
	M
	0x

	Length
	1 byte
	M
	Length of SUCI value (X)

	SUCI value 
	X bytes
	M
	according to TS 33.501 [xx].


The SUCI TLV shall be used if SUCI is supported by the UE, otherwise the IMSI TLV shall be used.
BEST configuration TLV: This is a TLV that contains the BEST configuration details for the UE as follows:

Table 6.2.6.1.1-3: BEST UE configuration TLV

	Bit 8
	Bit 7
	Bit 6
	Bit 5
	Bit 4
	Bit 3
	Bit 2
	Bit 1

	BEST UE configuration TLV Tag = '02'

	Length of Best protocol ID contents = x bytes

	BEST release supported by the UE
	BEST counter schemes supported by the UE
	Reserved for future use (set to 000)

	BEST protocols supported for control plane messages
	Reserved for future use (set to 000)
	BEST protocols supported for user plane messages
	Reserved for future use (set to 000)

	User data push to UE Supported
	BEST encryption algorithm GEA4 supported
	BEST encryption algorithm GEA5 supported
	BEST encryption algorithm UEA1 supported
	BEST encryption algorithm UEA2 supported
	BEST encryption algorithm EEA0 supported
	BEST encryption algorithm 128-EEA1 supported
	BEST encryption algorithm 128-EEA2 supported

	BEST encryption algorithm 128-EEA3 supported
	BEST integrity algorithm GIA4 supported
	BEST integrity algorithm GIA5 supported
	BEST integrity algorithm UIA1 supported
	BEST integrity algorithm UIA2 supported
	BEST integrity algorithm    128-EIA1 supported
	BEST integrity algorithm    128-EIA2 supported
	BEST integrity algorithm    128-EIA3 supported

	Reserved for future use (set to 00)
	BEST encryption algorithm 128-NEA1 supported
	BEST encryption algorithm 128-NEA2 supported
	BEST encryption algorithm 128-NEA3 supported
	BEST integrity algorithm    128-NIA1 supported
	BEST integrity algorithm    128-NIA2 supported
	BEST integrity algorithm    128-NIA3 supported

	BEST key agreement - 4G authentication supported
	BEST key agreement - 5G authentication supported
	BEST key agreement - GBA supported
	BEST key agreement - 5G GBA supported
	BEST key agreement - AKMA supported
	BEST key agreement - Proprietary key agreement supported
	confidential indiccation
	Reserved for future use (set to 00)


***************************************     end of first Change    ***********************************

6.2.7.4
Procedures for BEST User Plane Confidential Service using EMSDP
The procedures for the BEST User Plane Confidentiality Service are the same as the one detailed in clause 6.7.4.3 with the exception that the HSE shall decide whether to activate the user plane confidential service for the UE based on the confidential indication received in the EMSDP Session Request.
************************************     end of second Change    ***********************************


