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*************** Start of Change ****************
Annex X (Normative): Security Protection of SQN during AKA re-synchronisations

To allow the UE prevent SQN leakage, SQNMS shall be sent to network by concealment with SUPI, during the SUCI calculation. However, it shall be assured that the SQNMS does not leave USIM in the clear, even when SUCI calculation is performed in ME. A new RANDSQN value shall be generated in the USIM for concealing SQNMS.
Detailed procedure for SUCI concealment in the ME or in the USIM are listed below:
1.	At USIM, using a newly generated RANDSQN value and counter value SQNMS, the concealed value Conc(SQNMS) shall be generated with the existing key generating function f5*, i.e. Conc(SQNMS) = SQNMS  Å f5*K(RANDSQN). In case of SUCI concealment in the ME, both Conc(SQNMS) and RANDSQN value shall be sent from the USIM to ME, together with SUPI, for SUCI calculation. 
2.	At UE, SUCI shall then be generated from SUPI, Conc(SQNMS) and RANDSQN. The SUPI type shall be marked as SUPI plus SQNMS (e.g. value 4). 
3. 	At the home network UDM/ARPF/SIDF, after SUCI de-concealment, SUPI, Conc(SQNMS) and RANDSQN shall be retrieved. Further, SQNMS shall be retrieved from Conc(SQNMS) (similar to step 1 of 3GPP TS 33.102 clause 6.3.5). The Home Environment shall temporarily store the SQNMS value and shall delete the RANDSQN value. UDM/ARPF shall retrieve the corresponding SQNHE and generates an authentication vector AV.
4. 	At UE, for a success case, if there is neither a MAC failure nor a synchronization failure, the Authentication response message shall be sent back to AMF/SEAF. At UDM, since the SQNMS and SQNHE are already aligned, the temporarily stored SQNMS in UDM shall be deleted.
5. 	At UE, for a failure case, if there is synchronization failure, then pre-agreed AUTS or freshly generated dummy AUTS value shall be sent. Since UDM already holds the SQNMS temporarily till 5G AKA is finalized, AUTS received in the failure message shall be ignored, i.e. SQNMS shall not be sent in the failure message. When Authentication failure message is received by UDM, a new AV shall be generated from the already available SQNMS (received in Registration request as part of SUCI). In this case, UDM also synchronizes SQNHE with SQNMS. AUSF shall provide (RAND, AUTN) to AMF/SEAF, which shall send another challenge to UE. This fresh challenge will not have SQN synchronisation failure anymore, as UDM has already synchronized SQNHE and SQNMS values. 
NOTE:	The pre-agreed or dummy AUTS shall not be processed by the UDM to derive the SQNMS, pre-agreed or dummy AUTS just helps the serving network nodes to behave transparently in the synchronization failure scenario.
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