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1
Decision/action requested

It is proposed to approve the changes.
2
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Rationale

Opinions from [2] are summarized below.

First, it should be appreciated that consent is an agreement between a Data subject and a Controller, even in cases where a Processor is the entity that first captures or manages the Data subject’s expression of consent. This agreement remains valid until it is invalidated. 
Next, personal data is processed on instructions from the Controller. Processors – NFs in a telecommunication domain are basically the processors – cannot and must not act autonomously on the personal data they handle. Only a Controller can determine what happens to personal data governed by consent at the time of consent revocation. 
Then, there is an orthogonal but related aspect, i.e., Right to Erasure. It is a distinct and active request by the Data subject; it targets personal data beyond that which is governed by consent and is meant to take retroactive effect. Right to Erasure can be tricky to handle along with consent revocation, an example of which is illustrated in a decision by the Berlin Data Protection Authority from October 2020 [3]. The case involved a Data subject revoking consent and simultaneously requesting Right of Access (Article 15) to know what data was held about her. The Controller deleted the personal data and could no longer present a record of data held to the Data subject. The ruling declared that the Controller violated Article 15(1) and (2). The requests were received simultaneously, and the Processor should have known to fulfill the access request before deleting the Data subject’s data. Even if the requests were received simultaneously here, there is no guarantee for this being always the case. Doing the right thing in the wrong order comes with irreversible consequences. To avoid the above type of process mishaps and to ensure Data subject rights are maintained, Controllers tend to formulate Consent revocation to mean a stop in utilization, and where deletion is necessary, a removal of records according to retention rules, unless other steps are taken by the Data subject. 
Thus, it is proposed that deletion of data is kept out-of-scope of standardization.

4
Detailed proposal

*** CHANGE 1 ***

8.3
Conclusion for Key Issue #3: Modification or revocation of user consent

The following specific aspects for use case#1 (NWDAF) are concluded for normative work:

· NWDAF shall subscribe the service for notification of revocation of user consent if the NWDAF processes data subject to user consent, and shall be notified if user consent is changed.

· If user consent is revoked, the NWDAF shall halt analyzing and collecting of data subject to the user consent. Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
· If user consent is revoked, the NWDAF shall notify NF service consumers to halt processing of data subject to the user consent.

Editor’s Note: This conclusion is only sufficient for cases in which NWDAF and the data providing NF are operated by the same legal entity, other situations are FFS. 


*** CHANGE 2 ***

8.5.4
Generic Requirement for the Procedures for User Consent Revocation
The following generic aspects are concluded for normative work:

· How to handle user consent revocation shall be specified in a generic way. This is to provide guideline for new use cases that need notification of revocation of user consent.

· If a service is invoked by NF service consumer directly, NF service provider subscribes UDM service which can be notified that user consent is changed.

· If user consent is revoked, the NF service provider halts processing of data subject to the user consent.
· Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
· If there is an intermediate NF which is involved in service invocation, e.g. NWDAF, NEF, etc., the intermediate NF subscribes UDM service which can be notified that user consent is changed

· If user consent is revoked, the intermediate NF halts processing of data subject to the user consent, if available.
· If user consent is revoked, the intermediate NF notifies NF service consumers to halt processing of data subject to the user consent.
· Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.

*** END OF CHANGES ***

