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1
Decision/action requested

This pCR provides the conclusion to KI#4 in TR 33.857.
2
References

[1]
3GPP TR 33.857, ‘Study on enhanced security support for Non-Public Networks; (NPN); (Release 17)’.
[2]
RFC 2903, ‘Generic AAA Architecture’.
3
Rationale

This contribution proposes conclusion to KI#4 considering the fact that if legacy AAA [2] takes the role of DCS then it cannot offer SIDF functionality and further the default UE ID (part of default credentials) need not require privacy protection as it does not expose the user/device associated to it and it just acts as a reference information used by the DCS to fetch the default credentials associated to it.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.857.
*****Start of Change*****
7.4
Conclusions on KI#4
The following principles are concluded for the normative work:

DCS (5GS aware case)

· The authentication between the onboarding UE and DCS can be based on the primary authentication procedure as specified in TS 33.501 or as enhanced based on conclusions to Key Issue #1 "Credentials owned by an external entity" with DCS taking the role of the external entity.
· The UE identity protection can be based on the concealment mechanisms (i.e., involving SUCI and SIDF) specified in 33.501.
DCS (non-5GS aware case, i.e., legacy AAA is involved)

· The authentication between the onboarding UE and DCS can be based on any key deriving EAP Method selected by the DCS (e.g., EAP-TLS) based on the default credentials and it is upto the DCS.

· The UE identity protection can be based on a protection mechanism supported by the DCS (i.e., AAA functions)
Editor’s Note: Further conclusion(s) are FFS.
*****End of Change*****
