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1	Decision/action requested
This contribution proposes a conclusion for KI #3 
2	References
[1]	TR 33.847 v.0.7.0	“Study on security aspects of enhancement for proximity based services in the 5G System (5GS)”
[2]	3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
3	Rationale
This contribution updates the solution #34 to make the solution consistent with the N3IWF selection procedure specified in TS 23.304 [2] and address the EN by adding a NOTE.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.847 [1].

***** START OF CHANGES *****
[bookmark: _Toc66119648][bookmark: _Toc72846639][bookmark: _Toc72850819][bookmark: _Toc72920239][bookmark: _Toc80720496][bookmark: _Toc80721238][bookmark: _Toc80721540][bookmark: _Toc80721843][bookmark: _Toc3801080][bookmark: _Toc3801180][bookmark: _Toc3801281][bookmark: _Toc8390211][bookmark: _Toc8587950][bookmark: _Toc12624264][bookmark: _Toc12624413][bookmark: _Toc18164280]6.34	Solution #34: Authorization of the remote UE in L3 U2N relay
[bookmark: _Toc66119649][bookmark: _Toc72846640][bookmark: _Toc72850820][bookmark: _Toc72920240][bookmark: _Toc80720497][bookmark: _Toc80721239][bookmark: _Toc80721541][bookmark: _Toc80721844]6.34.1	Introduction
This solution addresses KI #4. This solution provides a mechanism to authorize a remote UE’s access to (1) a specific network slice(s) that requires slice-specific authentication and (2) a DN that requires a secondary authentication.
[bookmark: _Toc66119650][bookmark: _Toc72846641][bookmark: _Toc72850821][bookmark: _Toc72920241][bookmark: _Toc80720498][bookmark: _Toc80721240][bookmark: _Toc80721542][bookmark: _Toc80721845][bookmark: _Toc66119651]6.34.2	Solution details
This solution reuses the existing slice-specific authentication and secondary authentication procedures specified in TS 33.501 [14]. 
To access a DN that requires a secondary authentication, the remote UE establishes an IPsec connection with the N3IWF of its HPLMN via a L3 U2N relay if it has not been established yet, and then requests a PDU session to the network to the AMF of its HPLMN via the N3IWF. The secondary authentication procedure for the PDU session is performed via the N3IWF as specified in TS 33.501 [14].
To access a network slice that requires a slice-specific authentication, the remote UE establishes an IPsec connection with the N3IWF of its HPLMN via a L3 U2N relay if it has not been established yet, and then sends a Registration Request or a Service Request to access the slice to the AMF of its HPLMN via the N3IWF. The slice-specific authentication procedure is performed via the N3IWF as specified in TS 33.501 [14].
The Relay Service Code (RSC) used for discovery and PC5 link setup is associated with the PDU session for the Remote UE to access the N3IWF of its HPLMN. The Remote UE determines the N3IWF address and accesses the N3IWF over the PDU session established by the U2N relay UE based on the procedure in TS 23.304 [16]. 
Editor’s Note: Whether and how PDU Session provided to the Remote UE is limited to N3IWF connection (e.g., and not used of other type of traffic) is FFS.
NOTE: The policies for the relay UE’s PDU session established for the remote UE’s N3IWF access (e.g., whether and how the relay UE’s PDU session is limited to the N3IWF access) is specified in TS 23.304 [16].
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This solution fulfils the second security requirement of KI#4 for the remote UE that accesses (1) a specific network slice(s) that requires slice-specific authentication or (2) a DN that requires a secondary authentication:  
“The 5GS shall support the authorisation of the UE as a Remote UE in the UE-to-Network relay scenario.”
Editor’s Note: Further evaluation is FFS.
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