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1
Decision/action requested

It is requested to approve this pCR for TR 33.xxx.
2
References

[1]
3GPP TR 33.847 Study on security aspects of enhancement for proximity-based services in the 5G System
3
Rationale
Based on conclusion from last meeting the following note was included in conclusion for KI#3 and KI#4:

NOTE:
Which Network Function (e.g. AMF or AUSF) is responsible for PC5 key derviation and distribution will be decided during normative phase. The detailed procedure to enable the PC5 link security will be determined accordingly during normative phase. 

This pCR proposes solutions for L3 U2N Relay authentication, authorization and key management using the primary authentication for PC5 keys establishment. In this proposal existing network entities AUSF is used for key derivation and distribution of keys used for UE-to-network relay communication. The security of the communication between UE-to-Network relay and remote UE is established based on a shared key KNR_ProSe is derived from KAUSF which is derived and distributed with the assistance of the network. The shared key KNR_ProSe is individually derived from the root KAUSF by the remote UE and the network. 

4
Detailed proposal

*****Start of 1st Change*****
6.X
Security for 5G ProSe UE-to-Network Relay Communication
Editor’s Notes: This clause contains the description of the security for 5G ProSe UE-to-Network Relay Communication.
6.X.1
General

6.X.2
Security requirements
6.X.3
Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay
6.X.3.1
General
This sub-clause describes the security mechanisms for the L3 U2N Relay authentication, authorization and key management using the primary authentication for PC5 keys establishment. Network entities AMF, AUSF and UDM are involved for key derivation and distribution of keys used for UE-to-network relay communication. The security of the communication between UE-to-Network relay and remote UE is established based on a shared key KNR_ProSe is derived from KAUSF which is derived and distributed with the assistance of the network. The shared key KNR_ProSe is individually derived from the root KAUSF by the remote UE and the network. 

6.X.3.2
UE-to-Network Relay using ProSe Key Management Function
Editor’s Notes: This clause describes the security procedure that uses ProSe Key Management Function to authenticate/authorize UE during 5G ProSe UE-to-Network Relay Communication.
6.X.3.3
UE-to-Network Relay based on primary authentication
The UE is provisioned with necessary policies and parameters to use 5G ProSe services, as part of the UE ProSe Policy information as defined in TS 23.503 [xx] clause 4.2.2. PCF provisons the authorization policy and parameters for 5G UE-to-Network Relay Discovery and Communication and the related discovery security materials are provisioned by 5GDDNMF. 
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Figure 6.X.3-1: UE-to-Network Relay security procedure based on primary authentication
0.
The Remote UE and relay UE shall be registered with the network and established a 5G native security context with source AMF.  The UE-to-Network relay shall be authenticated and authorized by the network to support as a relay.
1.
The UE is provisioned with necessary policies and parameters to use 5G ProSe services, as part of the UE ProSe Policy information as defined in TS 23.503 [xx] clause 4.2.2.
2.
The Remote UE shall send a NAS key request message to the remote AMF. The remote UE shall send the ProSe Remote access indication, 5G-GUTI if already assigned, Relay Service Code, Nonce_1. If 5G-GUTI is not available UE shall continue with step 22. 

3.
(If 5G-GUTI included) The AMF shall authorize the UE requesting for keys for remote access by retrieving the UE subscription data from UDM. 

4.
The AMF shall send the key request to the AUSF instance which is capable of authentication, authorization and key derivation for the ProSe UE-to-Network relay communication.

5.
The AUSF shall derive the 5GPRUK and 5GPRUK ID for Remote UE communication via UE-to-Network relay as defined in Annex A.Y. 5GPRUK shall be used for deriving the ProSe key KNR_ProSe. 

6-9.
The AUSF shall send the derived 5GPRUK in the key response message to the Remote AMF. The remote AMF shall include the 5GPRUK in the security context of the remote UE. 

10.
The remote UE shall initiate discovery procedure using any of Model A or Model B method. 

11.
After the discovery of the UE-to-Network relay, the Remote UE shall send the Direct communication request to the discovered relay for establishing secure PC5 unicast link. The Remote UE shall include its security capabilities and security policy as in TS 33.536[xx]. The message shall also include 5GPRUK ID if available, Relay Service Code, 5G-GUTI if available, Nonce_1. 

12.
On receiving the Direct Communication request, the UE-to-Network relay shall send a key request message to the relay AMF along with the Relay UE ID, Relay Service Code, 5G-GUTI, Nonce_1 of the Remote UE received from the remote UE.

13-15.
Relay AMF shall authorize the relay UE and retrives the ProSe related security context if the key request includes 5G-GUTI as defined in Annex B. The AMF shall authorize the remote UE by checking with the UDM and acquires the 5GPRUK through the security context. If 5GPRUK ID is not included in the key request, relay AMF shall continue with step 17 to 19.

16-18. The relay AMF shall send the key request to the AUSF. The relay AMF shall authorize the UE requesting for keys for remote access by retrieving the UE subscription data from UDM.

The AUSF shall derive the 5GPRUK and 5GPRUK ID for Remote UE communication via UE-to-Network relay as defined in Annex A.Y. 5GPRUK shall be used for deriving the ProSe key KNR_ProSe. On successful derivation of 5GPRUK and 5GPRUK ID AUSF shall continue with step 29.

19-20.
If the security context retrieval fails, the relay AMF shall send a reject message to the remote AMF with an indication to re-try the key request using SUCI. This request shall be forwarded to the remote UE. 

21-26.
The Remote UE shall send a direct communication request to the relay using the SUCI parameter. Relay UE shall send the relay key request to the relay AMF, relay AMF shall authorize the UE and forward the key request to the AUSF. The AUSF shall retrieve the Authentication Vectors from the UDM and trigger primary authentication of remote UE.

27.
The AUSF shall generate 5GPRUK and 5GPRUK ID as defined in Annex A.Y. The remote UE and relay AMF acquire the 5GPRUK from the key response message received from AUSF. The relay AMF authorizes the remote UE by checking with the UDM.

28.
AUSF shall send the relay key response to the Relay AMF. On receiving response message, relay AMF shall generate the KNR_ProSe key as defined in Annex A.Z. KNR_ProSe is used as the PC5 session key and confidentiality and integrity keys are further derived from KNR_ProSe same as in TS 33.536[xx].

29.
The Relay AMF shall send the KNR_ProSe freshness parameter in the key response message to the UE-to-Network relay.

30-31.
The UE-to-Network relay shall send a freshness parameter to the Remote UE in Direct Security mode command message.

32-33.
The remote UE shall generate the 5GPRUK, 5GPRUK ID, KNR_ProSe key to be used for Remote access via Relay same as defined in step 27 and 28. Remote UE shall send the Direct Security mode complete message to the UE-to-Network relay. 

Further communication between Remote UE and Network takes place securely via the UE-to-Network relay.
*****2nd Change*****
Annex A (normative):
Key derivation functions

A.X
KDF interface and input parameter construction

A.X.1
General

All key derivations for 5G ProSe shall be performed using the key derivation function (KDF) specified in Annex B.2.2 of TS 33.220 [xx]. 

This clause specifies how to construct the input string, S, and the input key, KEY, for each distinct use of the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [xx]. 

A.X.2
FC value allocations

The FC number space used is controlled by TS 33.220 [xx], FC values allocated for the present document are in the range of 0xXX – 0xYY. 

A.Y
5GPRUK derivation function

When deriving a 5GPRUK from KAUSF, the following parameters shall be used to form the input S to the KDF:

-
FC = 0xXX;

-
P0 = SUPI;

-
L0 = length of SUPI.

-
P1 = relay service code;

-
L1 = length of relay service code.

The input key KEY is KAUSF. 

SUPI shall be have the same value as parameter P0 in Annex A.7.0 of TS 33.501 [xx].

A.Z
KNR_ProSe derivation function

When deriving the KNR_ProSe from 5GPRUK key, the following parameters shall be used to form the input S to the KDF:

-
FC = 0xYY;
-
P0 = SUPI of relay UE;

-
L0 = length of SUPI;

-
P2 = KNR_ProSe Freshness parameter;

-
L2 = length of Freshness Parameter;

-
P3 = Nonce_1;

-
L3 = length of Nonce_1

The input key KEY shall be 5GPRUK key. 
SUPI shall be have the same value as parameter P0 in Annex A.7.0 of TS 33.501 [xx].
******3rd Change******
2
References

[xx]
3GPP TS 23.503: "Policy and charging control framework for the 5G System (5GS); Stage 2".

[yy]
3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services"

[zz]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[xy]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

******End of Change******
�To be updated 
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