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1
Decision/action requested

It is proposed to approve this pCR to add normative texts for the TS 33.558 for authentication and authorization between EEC and ECS.
2
References

[1]
3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC.
3
Rationale

This pCR proposes normative texts for the TS 33.558 for authentication and authorization between EEC and ECS.
4
Detailed proposal

******Start of Change******
6.2
Authentication and Authorization between EEC and ECS

Editor’s Notes: Authentication and Authorization between EEC and ECS is to be added.

6.2.1
General
This sub-clause specifies the procedure for authentication and authorization between Edge Enabler Client and Edge Configuration Server. The Edge Configuration Server (ECS) shall be able to provide mutual authentication with Edge Enabler Client (EEC) over EDGE-4 Interface. ECS shall be able to determine whether EEC is authorized to access ECS’s services. AKMA services shall be used for establishing shared keys between EEC and ECS. The derived shared key shall be utilized for establishing secure TLS connection.  

6.2.2
Authentication and Authorization
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Figure 6.2.2-1: Shared key-based mutual authentication between EEC and ECS
The signaling flow in clause 6.2.2-1 describes the establishment of TLS with PSK authentication.

1. A successful primary authentication results in KAUSF being stored at the AUSF and the UE. The UE and the AUSF shall generate AKMA Key material (i.e. KAKMA and A-KID) and the AUSF shall send this material to the AAnF as specified in the AKMA TS 33.535, clause 6.1[xx]. 
2. The UE shall initiate TLS procedure with the ECS for mutual authentication between EEC and ECS. ECS is Application Function (AF) for the AAnF as specified in TS 33.535 [yy]. A shared secret key KECS shall be established between EEC and ECS. The KECS is the AKMA Application Key (KAF) and shall be derived as specified in TS 33.535 [xx] by both the UE and the ECS. 
3-4. After successful derivation of KECS, a premaster secret key KECS-PSK shall be derived, to establish a secure TLS session. The EEC shall initiate the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [xx]) over the established TLS. If the UE is authorised to access the EES, then the ECS shall generate and provide the access token and ID token (as detailed in Annex A.1 and Annex A.2) to the UE over the established TLS session. Additionally, the ECS shall provide EES root CA certificate to the EEC, which is used to validate the EES's certificate. Access token and ID token shall be utilized further for authentication and authorization between EEC and EES as specified in clause 6.3. 
******2nd Change******
Annex A (normative):
A.1
Access Token
A.1.1
Access token generation
The access token is opaque to EEC and is consumed by the EES. The access token shall be encoded as a JSON Web Token as defined in IETF RFC 7519 [xx].  The access token shall include the JSON web digital signature profile as defined in IETF RFC 7515 [xx]. The access tokens shall convey the standards-based claims as defined in IETF RFC 7662 [xx].

A.2
ID Token
A.2.1
ID token generation
The ID Token can be a JSON Web Token (JWT) and contain the standard claims as defined in by the OpenID Connect 1.0 specification [xx] and are required for EDGE service implementation. 

******3rd Change******
2
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******End of Change******
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