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1
Decision/action requested

This paper provides a discussion on whether to use LTE algorithms or NR algorithms with NR PDCP.
2
References

[1]
Living CR for UP IP in LTE in S3-213447
3
Rationale

RAN2 has concluded to use NR PDCP in order to support UP integrity protection in LTE eNB connected to EPC for Option 1 and Option 3. This paper provides a discussion about whether to use LTE algorithms or NR algorithms with NR PDCP for activating UP integrity protection of a DRB in LTE eNB.
The latest version of TS 38.331 specifies that NR PDCP can only use NR algorithms (NIA-x and NEA-x) for integrity protection and encryption of user plane packets. NR PDCP cannot currently use LTE algorithms. 
Currently NR algorithms (NIA-1-3 and NEA-1-3) are the same algorithms as LTE algorithmss (EIA-1-3 and EEA-1-3), but new LTE algorithms or new NR algorithms may be added in future releases.
3.1  Legacy EPS and NR PDCP
It is specified in TS 37.340, that eNB is using E-UTRA PDCP for RRC PDUs (SRB):

In MR-DC, the UE has a single RRC state, based on the MN RRC and a single C-plane connection towards the Core Network. Figure 4.2.1-1 illustrates the Control plane architecture for MR-DC. Each radio node has its own RRC entity (E-UTRA version if the node is an eNB or NR version if the node is a gNB) which can generate RRC PDUs to be sent to the UE.
It is specified in TS 37.340, that the eNB can configure either E-UTRA PDCP or NR PDCP for a DRB, but only for UE’s supporting EN-DC:

In E-UTRA connected to EPC, if the UE supports EN-DC, regardless whether EN-DC is configured or not, the network can configure either E-UTRA PDCP or NR PDCP for MN terminated MCG bearers while NR PDCP is always used for all other bearers. Change from E-UTRA to NR PDCP or vice-versa can be performed via a reconfiguration procedure (with or without handover), either using release and add of the DRBs or using the full configuration option.
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Option 1 (standalone LTE eNB):

In Option 1, there is no requirement that the network can configure either E-UTRA PDCP or NR PDCP for DRB’s terminated in the LTE eNB for a UE which does not support EN-DC. 

Only E-UTRA PDCP can be configured in LTE eNB for SRB and DRB. 
UP encryption algorithm is selected and activated in AS Security Mode Command using LTE algorithm code point (EEA1-3). LTE algorithm for UP encryption is selected among the UE supported LTE algorithms in UE EPS security capabilities (EEA1-3).

UP integrity is not supported and activated for a DRB in RRC Connection Reconfiguration procedure.
Option 3 (EN-DC):

According to TS 37.340, if the UE supports EN-DC, regardless whether EN-DC is configured or not, the eNB can configure either E-UTRA PDCP or NR PDCP for MN terminated MCG bearers. (See figure above).
For the establishment of the SRB only E-UTRA PDCP is configured by the LTE eNB.
UP encryption algorithm is selected and activated in AS Security Mode Command using LTE algorithm code point. LTE algorithm for UP encryption is selected among the UE supported LTE algorithms in UE EPS security capabilities.

UP integrity is not supported and therefore not activated for a DRB in RRC Connection Reconfiguration procedure.

If the LTE eNB is changing or re-configures from LTE PDCP to NR PDCP for MN terminated MCG bearers, then the MeNB sends LTE-RRCConnectionReconfiguration defined in TS 36.311 to the UE. The LTE-RRCConnectionReconfiguration will contain nr-RadioBearerConfig IE defined in TS 38.331. The nr-RadioBearerConfig IE contains SecurityConfig IE which further contains SecurityAlgorithmConfig IE which further contains NR code ponts for NR security algorithms. When MeNB is switching from LTE PDCP to NR PDCP for a DRB, then the MeNB configures the NR code point for encryption for the DRB to be used with NR PDCP.
–
SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm and AS ciphering algorithm for SRBs and DRBs.

SecurityAlgorithmConfig information element

-- ASN1START

-- TAG-SECURITYALGORITHMCONFIG-START

SecurityAlgorithmConfig ::=         SEQUENCE {

    cipheringAlgorithm                  CipheringAlgorithm,

    integrityProtAlgorithm              IntegrityProtAlgorithm          OPTIONAL,   -- Need R

    ...

}

IntegrityProtAlgorithm ::=          ENUMERATED {

                                        nia0, nia1, nia2, nia3, spare4, spare3,

                                        spare2, spare1, ...}

CipheringAlgorithm ::=              ENUMERATED {

                                        nea0, nea1, nea2, nea3, spare4, spare3,

                                        spare2, spare1, ...}

-- TAG-SECURITYALGORITHMCONFIG-STOP

-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. The algorithms configured for all bearers using master key shall be the same, and the algorithms configured for all bearers using secondary key, if any, shall be the same. If UE is connected to E-UTRA/EPC, this field indicates the ciphering algorithm to be used for RBs configured with NR PDCP, as specified in TS 33.501 [11].

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 are identical to the E-UTRA algorithms eia0-3. The algorithms configured for all bearers using master key shall be the same and the algorithms configured for all bearers using secondary key, if any, shall be the same. The network does not configure nia0 except for unauthenticated emergency sessions for unauthenticated UEs in LSM (limited service mode).

If UE is connected to E-UTRA/EPC, this field indicates the integrity protection algorithm to be used for SRBs configured with NR PDCP, as specified in TS 33.501 [11]. The network does not configure nia0 for SRB3.


The use of E-UTRA PDCP for SRB will remain in eNB and UE.

3.2 Proposal for configuring NR PDCP in LTE eNB for DRB activating UP IP
Option 1 (standalone LTE-EPC):

If UP IP is activated for a DRB then the LTE eNB shall configure NR PDCP for the DRB terminated in LTE eNB. 

For SRB, the LTE PDCP will remain.

The UP encryption algorithm is selected and UP encryption is activated already in AS Security Mode Command using LTE algorithm code point (EEA1-3). 
When LTE eNB is switching from LTE PDCP to NR PDCP for the DRB, UP integrity protection of the DRB is activated in the same RRCConnectionReconfiguration procedure. The eNB configures the NR code point for integrity protection together with the NR code point for encryption for the DRB to be used with NR PDCP in the same RRCConnectionReconfiguration procedure.
Option 3 (EN-DC):

If UP IP is activated for a DRB then the MeNB shall configure NR PDCP for the DRB terminated in LTE eNB. 

For SRB, the LTE PDCP will remain.

The UP encryption algorithm is selected and UP encryption is activated already in AS Security Mode Command using LTE algorithm code point (EEA1-3). 
When MeNB is switching from LTE PDCP to NR PDCP for the DRB, UP integrity protection of the DRB is activated in the same RRCConnectionReconfiguration procedure. The MeNB configures the NR code point for integrity protection together with the NR code point for encryption for the DRB to be used with NR PDCP in the same RRCConnectionReconfiguration procedure.
4 Detailed proposal

In order to align with how the MeNB switches from LTE PDCP to NR PDCP for a DRB in legacy systems in RRCConnectionReconfiguration procedure and activates the NR code point for encryption, it is proposed that the eNB and the MeNB in Option 1/3 also configures the NR code point for integrity protection in the same RRCConnectionReconfiguration procedure. 
It is proposed to use NR algorithms (NR code points) for UP integrity protection with NR PDCP in eNB in Option 1 and in MeNB in Option 3.
