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1	Decision/action requested
It is proposed to approve updates to solution 1  in TR 33.881
2	References
[1]  		3GPP TS 33.501: "Security architecture and procedures for 5G System." 

3	Rationale
 Deleted EN related to indication with the following explanation:
The explicit NSWO indication is required to indicate AUSF to provide MSK, and an indication to the UDM is needed to indicate "Increased home control" procedure is not required. Solutions proposed in the solution don’t’ have any impact on existing functionality.
Deleted following EN as the content related to UDM is already being removed.
Editor´s Note: Whether NSWO NF needs SUPI and if it needs to register/deregisters with UDM is FFS.

4	Detailed proposal
*******************Start of Changes ******************
[bookmark: _Toc80600241]6.1	Solution #1: Non-Seamless WLAN offload Authentiation Authentication in 5GS
[bookmark: _Toc80600242]6.1.1	Introduction
This solution addresses key issue #1 Support of EAP-AKA’ authentication for NSWO.
[bookmark: _Toc80600243]6.1.2	Solution details
[bookmark: _Toc80600244]6.1.2.1   Architectural overview
The authentication procedure is modelled after the existing EAP-AKA' authentication procedure in 5GS. A new network function NSWO NF is introduced to support NSWO authentication procedure and isolate AUSF from direct access by the external WLAN infrastructure. NSWO NF is connected to non-3GPP access WLAN AP via SWa interface (could be over RADIUS or Diameter interface) allowing to keep the Wi-Fi (authentication related) infrastructure unchanged. The NSWO NF is connected via a new interface, Nx, to the AUSF (thus avoiding a direct connection from WLAN to AUSF).



Figure 6.1.2.1-1: NSWO NF between 5GS and WLAN AP




Figure 6.1.2.1-2: NSWO Architecture proposal

[bookmark: _Toc80600245]6.1.2.2   NSWO authentication procedure


   
                                 Figure 6.1.2.2-1: NSWO Authentication procedure

1. If the HPLMN supports 5G NWSO and wants the UE to use it for NSWO, then the HPLMN configures the UE to always use 5G NSWO. 
1. A connection is established between the UE and the WLAN AP, using a specific procedure based on IEEE 802.11. 
1. The WLAN AP sends an EAP Identity Request to the UE.
1. The UE always sends the SUCI in NAI format irrespective of whether SUPI Type configured on the USIM is IMSI or NAI.. The WLAN AP does not need to know that the NAI contains a SUCI and not an IMSI.
1. The WLAN AP sends a SWa protocol message (could be over RADIUS or Diameter interface) with EAP identity response, NAI containing the SUCI to new entity NSWO network function (NSWO NF).
NOTE 1: NSWO NF acts as an AMF-Proxy towards AUSF and AAA-P towards the WLAN Access Point.
NSWO NF configurations are pre-configured at WLAN AP.

1. The NSWO NF sends the message Nausf_UEAuthentication_Authenticate Request with SUCI, Serving network name and NSWO indicator towards the AUSF. NSWO_indicator conveys the information to the AUSF that this authentication procedure is triggered for Non-seamless WLAN offload purposes.

NOTE 2: Serving Network Name used between UE and HN could be pre-agreed default SN Name (for example 5G:NSWO) or pre-configured WLAN ID for NSWO purpose only.
Editor’s Note: Whether an explicit NSWO indication is needed or indication using existing methods can be reused is FFS.
1. The AUSF (EAP authentication server) sends a Nudm_UEAuthentication_Get Request to the UDM including SUCI and NSWO indicator.

1. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF if a SUCI is received. SIDF de-conceal SUCI to gain SUPI before UDM can process the request. UDM generates the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´) and passes it along with SUPI to AUSF in a Nudm_UEAuthentication_Get Response message.

1. The AUSF stores XRES for future verification. The AUSF sends the EAP-Request/AKA'-Challenge message to the NSWO NF in a Nausf_UEAuthentication_Authenticate Response message.

1. The NSWO NF sends SWa protocol message with EAP-Request/AKA'-Challenge message to the WLAN AP.

1. The WLAN AP forwards the same EAP-Request/AKA'-Challenge message to the UE.

1. At receipt of the RAND and AUTN, the USIM in the UE verifies the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102. If so, the USIM computes a response RES. The USIM returns RES, CK, IK to the ME. The ME derives CK' and IK' according to TS 33.501[2] Annex A.3. If the verification of the AUTN fails on the USIM, then the USIM and ME proceed as described in TS 33.501[2]  sub-clause 6.1.3.3. 
1. The UE sends the EAP-Response/AKA'-Challenge message to the WLAN AP.

1. The WLAN AP forwards the EAP-Response/AKA'-Challenge message in SWa protocol message to NSWO NF.

1. The NSWO NF sends the Nausf_UEAuthentication_Authenticate Request with EAP-Response/AKA'-Challenge message to AUSF.

1. The AUSF verifies if the received response RES matches the stored and expected response XRES. If the AUSF has successfully verified, it will continue as follows to step 16, otherwise it will return an error to the NSWO NF. 

1. The AUSF derives the required MSK key from CK’ and IK’ as per Annex F of TS 33.501. The AUSF sends Nausf_UEAuthentication_Authenticate Response message with EAP-success, MSK key to NSWO NF.


1. The NSWO NF sends a SWa protocol message with EAP-success and master keyMSK to WLAN. EAP-success message is forwarded from WLAN AP to the UE. The master key (MSK) is passed on by the NSWO NF to WLAN AP.

 Further WLAN keys are generated in UE and WLAN AP independently. And a 4-way handshake is executed (see IEEE 802.11) which establishes a security context between the WLAN AP and the UE.
Editor´s Note: Whether NSWO NF needs SUPI and if it needs to register/deregisters with UDM is FFS.

[bookmark: _Toc80600246]6.1.3	Evaluation
This solution requires minimal changes to AUSF/UDM to support NSWO authentication. A new NF, NSWO NF is introduced to isolate AUSF from external WLAN. The existing AAA server can be modified with the new NSWO NF functionality. 
Existing EAP-AKA’ authentication is adapted with minimal impact on network nodes and fulfiling to the NSWO requirement.
*******************End of Changes ******************
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