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1
Decision/action requested

SA3 is kindly requested to approve the proposed new key issue.
2
References

 [1]
3GPP TS 23.247 Architectural enhancements for 5G multicast-broadcast services
3
Rationale

This contribution proposes a new key issue on the authorizatin of AF to use TMGI. 
According to TS 23.247 [1], TMGI may be used as MBS session ID and AF obtains TMGI form 5GC. When AF requests TMGI from the 5GC, 5GC checks the authorization of AF and assigns a TMGI to AF if the authorization is successful. After that AF can request 5GC establish/modify the MBS session for the TMGI. 
A malicious AF may request 5GC to modify or release the MBS session for the TMGI that does not belong to the malicious AF, but belongs to a legitimate AF.  In this way the malicious AF can 
This contribution proposes to capture the security issue. 

4
Detailed proposal

******************** Start of Change ************************
5.X
Key issue #X: Unauthorized MBS operation

5.X.1
Key issue details 

Step 1-7 in Figure 5.X.1-1 shows the configuration procedure for a MBS session defined in TS 23.247 [1]. When TMGI is used to identify a MBS service and it is required to be pre-allocated, AF1 requests 5GC to allocate a TMGI for a MBS session, as shown in Step 1-6 in the figure. MB-SMF allocates a TMGI for the MBS service, e.g. TMGI-1, and sends TMGI-1 to AF1. After obtaining the TMGI-1 for the MBS service, AF1 requests 5GC to establish the MBS session for TMGI-1in the 5GS, as shown in Step 7 in the Figure. 

A malicious AF2 may request 5GC to modify/release the established MBS session for TMGI-1 even though AF2 does not own the MBS session for TMGI-1, if 5GC does not check whether AF2 is authorized to perform the operations on TMGI-1.  Current CAPIF security mechanism only defines general architecture to support checking if AF2 is authorized to invoke 5GC services, but cannot check whether AF2 is allowed to invoke the service on TMGI-1. Therefore finer authorization on the TMGI level, rather on the service level, is expected. 
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Figure 5.X.1-1 Configuration for MBS Session

5.X.2
Threats

When requests are received from an AF to modify or release a MBS session identified by TMGI, if 5GC does not check whether the AF is authorized to use the TMGI, a malicious AF may modify or release a MBS session that does not belong to the malicious AF. 
5.X.3
Potential security requirements 

The 5GS shall prevent unauthorized operations on MBS sessions. 
******************** End of Change ************************
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