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1	Overall description
3GPP SA3 would like to thank GSMA and GUTMA for information on UAV and USS Authentication and Authorization (UUAA). SA3 has started normative work to specify detailed security procedures. While specific authentication methods used by UAV and USS are out of scope of 3GPP, the authentication messages need to be transported securely between the UAV and the USS. 
It has been agreed in SA3 that the authentication messages will be conveyed using containers transparent to the 3GPP system. However, SA3 has yet to agree upon whether to adopt the incumbent EAP framework or a new and so-called “API-based” mechanism. In order for SA3 to make an informed decision, SA3 would like to seek feedback from GSMA and GUTMA on the following issues:  
· EAP framework is a flexible protocol and supporting diverse authentication methods.  IETF/3GPP security procedures are readily available based on the EAP framework to protect the transparent containers end to end from a UAV to a USS/UTM and vice versa. However, a new protocol may need to be defined for the “API-based” mechanism should end-to-end protection is required. Is there any requirement on end-to-end protection to the authentication messages traversing through the 3GPP system? Any potential security vulnerabilities foreseeable if not? 
· IETF/3GPP procedures are readily available for the EAP framework to support the selection or negotiation of specific UUAA authentication methods. This feature is essential if more than one authentication methods are supported for UUAA. A new procedure may need to be defined by either 3GPP or the USS community for the “API-based” mechanism, should multiple authentication methods are supported. Is it true that only one authentication method is employed for UUAA? If this is the case, it would be appreciated to share further information so that the 3GPP procedures can be tailored for it?  If more than one authentication methods are possible, what are the typical ones and how the negotiation of authentication methods are performed?
2	Actions
To GSMA 
[bookmark: _GoBack]ACTION: 	3GPP SA3 kindly requests GSMA to take the above information into account and provide feedback to the above two issues.   
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