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1
Decision/action requested

This contribution describes the support of SUPI taking the form of NAI for EAP-AKA’.
2
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3
Rationale

Key Issue #1 of TR 33.881 [1] targets the support of EAP-AKA’ authentication for NSWO (non-seamless WLAN offload). For this study, the different solutions should take into account all scenarios of USIM deployments that could exist to perform EAP-AKA’. 
Since Rel-16, the USIM stores IMSI or SUPI in NAI format to perform AKA algorithms. 3GPP TS 31.102 [2] describes the storage within the USIM of the SUPI in NAI format in clause 4.4.11.10 on "EFSUPI_NAI (SUPI as Network Access Identifier)".The SUPI in NAI format within the USIM consists of NSI, or GLI or GCI. 
Solution #2 of 3GPP TR 33.881 [1]: "NSWO authentication using credentials retrieve from UMD/ARPF"
The solution #2 defines a 3GPP AAA server supporting SUCI, where the associated SUPI is IMSI-based only. During SA3#104-e meeting, it was highlighted that the solution #2 should also take into account the support of different types of SUPI. That’s why Editor’s note was added in step 5 of clause 6.2.2.2. 

Editor’s Note: Support for NSI-based SUPI needs to be added.
This contribution proposes that solution #2 takes into account all types of SUPI (containing IMSI or taking the form of NAI). Otherwise, the solution #2 does not cover all scenarios of USIM deployments. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.881 [1].

*** START of 1st CHANGE ***

6.2.2.2
Flows
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Figure 6.2.1.2‑1: Non-3GPP access authentication in 5GC via UDM

0. The UE selects a WLAN access network and a PLMN for performing 3GPP based access authentication via this PLMN. 

1. A layer-2 connection is established between the UE and the WLAN access network.  

2. The EAP authenticator in the WLAN access network sends an EAP Request/Identity to the UE.

3. The UE sends an EAP Response/Identity message. The UE shall send its identity complying with Network Access Identifier (NAI) format specified in TS 23.003 [3]. In case of a 5G ME, the NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the SUCI. 

4. The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI as specified in TS 33.402 [4]. The routing path may include one or several AAA proxies. In such cases, NAI is formed in decorated NAI format as specified in TS 23.003 [z].

5. The 3GPP AAA Server receives the EAP Response/Identity message that contains the subscriber identity that is SUCI in NAI format. The 3GPP AAA decides to fetch SUPI (containing IMSI or taking the form of NAI) and authentication vectors from the UDM/ARPF via SWx'.

In case the NAI received from step 4 does not contain a SUCI (i.e. contains an IMSI), the 3GPP AAA server gets IMSI from NAI and request authentication vectors using the existing SWx diameter MAR command.

Similarly, in case the NAI received from step 4 contains a SUCI protected with Null scheme, the 3GPP AAA server may retrieve the SUPI from the SUCI and request authentication vectors using the existing SWx diameter MAR command.


6. The 3GPP AAA Server sends an Auth Vector request with SUCI or IMSI, and the access network identity received from step 4. The request is routed via an AAA-IWF/NSSAAF over SWx/SWx' and sent towards the UDM/ARPF of the 5GC via the AAA-IWF/NSSAAF. In the case that the SUCI is included in the request, this message could be an enhancement to SWx messages, e.g. Multimedia-Auth-Request/ Multimedia-Auth-Answer, as specified in TS 33.402 [4]. Otherwise, if IMSI can be used, the existing diameter SWx MAR commands could be used as defined.  

7. The AAA-IWF/NSSAAF discovers and selects an UDM e.g. based on the routing identifier of the SUCI and sends an Auth Vector Request, e.g. Nudm_UEAuthentication_GetAaaAV, with the SUCI or SUPI, the access network identity and an indication for the requesting node is 3GPP AAA server.

NOTE: If AAA-IWF/NSSAAF receives IMSI from step 6, the AAA-IWF/NSSAAF derives SUPI from the IMSI.

8. The UDM de-conceals the SUPI from the SUCI. The UDM selects EAP-AKA' as authentication method, e.g. based on UE's subscription, the access network identity and an indication for the requesting node is 3GPP AAA server. The UDM/ARPF generates the AKA AV of EAP-AKA’. 

9. The UDM sends the Auth Vector Response to the AAA-IWF/NSSAAF with the selected authentication method, AKA AV and SUPI if SUCI is received in step7.

10. The AAA-IWF/NSSAAF sends the Auth Vector Response to the 3GPP AAA server over SWx/SWx' with the selected authentication method, AKA AV, andSUPI. 

11. The 3GPP AAA server and the UE proceed with EAP AKA' procedure and derive key materials e.g. MSK/EMSK as specified in TS 33.402 [4].  

12. The 3GPP AAA Server sends the EAP Success message and the MSK to the authenticator in the WLAN access network.

13. The authenticator in the WLAN access network informs the UE about the successful authentication with the EAP Success message. 

14. The UE and the WLAN access network proceed with security establishment based on the share keying material. After successful authentication, the UE receives its IP configuration from the WLAN access network and can exchange IP data traffic directly via the WLAN, i.e. using NSWO. 

*** END of 1st CHANGE ***

-----------------------------------------------------------------------------------------------------------------------------------------------
*** START of 2nd CHANGE ***

6.2.3
System impact

The solution has the following impacts on the different functions: 

UE:

-
Supports SUCI as EAP identity for NSWO authentication procedure

-
Supports indication provisioned from the home Nework whether 5G privay is supported for NSWO.

3GPP AAA server:

-
Support SUCI from access authentication for NSWO. Optionally, extract SUPI from SUCI protected with Null scheme. 

-
Support Diameter SWx' to retrieveSUPI (containing IMSI or taking the form of NAI) and AV.  

-
Support Key derivation (MSK/ESMK) based on 5G EAP-AKA' profile  

AAA-IWF/NSSAAF:

-
Support protocol conversion between Diameter SWx/SWx' and corresponding SBA service operations with UDM 

NOTE: NSSAAF already supports selection of UDM via NRF so this is not considered as an impact. 
UDM:

-
Support SUCI deconcealment and AV request from 3GPP AAA via AAA-IWF

6.2.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*** END of 2nd CHANGE ***

-----------------------------------------------------------------------------------------------------------------------------------------------
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