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1
Decision/action requested

This contribution proposes to add a conclusion on the key issue #2.
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3
Rationale

This contribution proposes to add a conclusion on the key issue #2. 

Similarly to the existence of both "Local Breakout" and "Home Routed" roaming 5G system architectures, we believe it would also be better to support key derivation at both home network and local network for authentication.
AKMA based solutions and KAMF based solution 7 can be used for authentication between UE and ECS, which support key derivation at home network and serving network respectively.

Based on previous discussions, the conclusion is proposed as follows.
4
Detailed proposal

**** START OF CHANGE ****

7.2
Conclusions for Key Issue #2

For the authentication between EEC and ECS,it is suggested to use the following mechanisms for the normative work:

- The Server (ECS) side certificate authentication using TLS + Client (EEC) side authentication using application layer based mechanism (such as token) generated by the ECSP or a third party described in solution #17.

NOTE 1: Using TLS as described above also allows certificate-based client authentication to be performed if the UE has been provisioned with suitable keys and certificate(s). No specific method of provisioning the keys and certificate(s) is to be standardised.

NOTE 2: Client (EEC) side authentication is optional.

- AKMA and GBA are used for generating the shared key between EEC and ECS, it supports key derivation at home network. 

- Solution 7 is used to authenticate requests based on the KAMF, it supports key derivation at serving network.

For the Authorization issue between EEC and ECS, it is suggested to use the static authorization by the ECS for the normative work.

Editor’s Note: Conclusion for the GPSI verification issue is FFS.
**** END OF CHANGE ****
