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1
Decision/action requested

This tdoc provides a solution on NSWO authentication.
2
References

[1]
3GPP SP-210262 “New SID on Non Seamless WLAN Offload in 5GC using 3GPP credentials”
3
Rationale

NSWO defined in the 4G system does not provide any subscription identifier privacy. The new SID [1] studies how NSWO can be performed when the WLAN access network is connected to 5G. The solution assaumes that that UE is NSWO and 5G capable and sends the SUCI to the AAA Server as identity. The AAA Server is enhanced to detect the SUCI and interfaces with the AUSF for authentication. The AAA server acts as a AAA proxy in this case.
It is proposed to add a corresponding solution to the TR 33.xyz (tbd).
4
Detailed proposal

Start of Changes

X.y
Solution #y: NSWO authentication
X.y.1
Introduction
The solution assumes that that UE is NSWO and 5G capable and sends the SUCI to the AAA Server as identity. The AAA Server is enhanced to detect the SUCI and interfaces with the AUSF for authentication. The AAA server acts as a AAA proxy in this case.
X.y.2
Solution Details

The following figure is based on TS 33.402, clause 6.2, and illustrates how a 5G UE can connect to a WLAN access network after successful authentication with the AUSF. The Non-3GPP access shown in this figure is a WLAN access network.  
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Figure x.y.2-1: NSWO authentication
1. The WLAN AP broadcasts a PLMN List which includes all the PLMNs with which the WLAN access supports AAA connectivity. The UE is NSWO and 5G capable, but the non-3GPP access advertises only AAA connectivity  for the PLMN the UE is subscribed to. The UE connects to the AP.  

2. The non-3GPP Access (or WLAN AP) sends an EAP-Request to the UE. It may request the identity of the UE.

3. The UE identifies the network as a network with AAA connectivity and sends in the EAP-Response its SUCI instead of the IMSI in the NAI format as defined in 3GPP TS 23.003. 

4. The non-3GPP access forwards the EAP-Response to the AAA proxy based on the realm of the NAI. 

5. The AAA proxy sends the EAP-Response to the 3GPP AAA server based on the realm of the NAI. 

6a. The 3GPP AAA server detects the SUCI in the username part of the NAI instead of an IMSI. 

6b. The 3GPP AAA-Server detects the authentication method e.g. based on the SUCI prefix in the NAI (0,1,6 etc.).

7. The 3GPP AAA-Server sends an authentication vector request with username = SUCI to the AUSF and an indication for the requested authentication method, e.g. Authentication Request Type = EAP-AKA’. It is assumed that the AUSF is enhanced with a Diameter interface.

8. The AUSF selects an UDM, e.g. based on the routing identifier of the SUCI and sends an UE Authentication Request with the SUCI and an indication for the requested authentication method to the UDM/SIDF.

9. The UDM verifies the request and queries the SIDF for de-concealing the SUPI from the SUCI. The UDM generates the AKA-AV according to the requested authentication method e.g. as for 5G EAP-AKA’ primary authentication. The UDM provides the authentication vector in an UE Authentication Response to the AUSF. 

10. The AUSF starts the authentication towards the UE and sends authenticate response message to the 3GPP AAA-Server, the 3GPP AAA-Server takes the role as a AAA-Proxy.

11-22. The 3GPP AAA server and AUSF follow the normal procedure as specified in TS 33.402 subclause 6.2, to authenticate the UE and to retrieve IP connectivity. 

23-24. After successful authentication the 5G UE receives its IP configuration from the WLAN access network and can exchange IP data traffic directly via the WLAN, i.e. using NSWO. 

Editor’s Note: It is FFS to explain the need for SWa interface as shown in the figure.

Editor’s Note: It is FFS to explain the need for SWd interface as shown in the figure.

Editor’s Note: It is FFS to align the architecture in the figure with SA2.
X.y.3
Solution Evaluation
The solution has the following impacts on the different functions: 
UE:

· Includes the SUCI instead of the IMSI at initial attach at a trusted 4G non-3GPP access network.
AAA- Server:
· The AAA-Server needs to detect the SUCI and connects to the AUSF.
· Takes the role of an AAA-proxy for the authentication. 
AUSF:
· Needs to connect to the AAA-Server.
End of Changes
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