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1
Decision/action requested

Acceptance of a correction in Solution #4 of TR33.847.
2
References
3
Rationale
Key Issue #1 in TR 33.847 indicates that restricted discovery has integrity protection, freshness, and source authenticity as potential security requirements. Key Issue #1 also indicates as a potential threat that an attacker might impersonate the discoveree or the discovered UE.

Solution #4 reuses the LTE solution in TS 33.303. In Model B, a Discovery User Integrity Key (DUIK) is used for the protection of Query Code and Response Code. The Discoverer UE sends the Query Code to the Discoveree UE. The Discoveree UE replies with the Response Code to the Discoverer UE. The Discovee UE cannot make use of match reports to verify the MIC of the received Query Code. The Discoverer UE can make use of match reports to verify the MIC of the received Response Code. 
The solution states that the Code-Sending Security Parameters of the Discoverer UE are linked to the Code-Receiving Security Parameters of the Discoveree UE. We denote this set of Security Parameters the Query Code Security parameters. 

The solution states that the Code-Sending Security Parameters of the Discoveree UE are linked to the Code-Receiving Security Parameters of the Discoverer UE. We denote this set of Security Parameters the Response Code Security parameters. 

A potential security issue might arise since the solution does not state anywhere that the security keys in the Query Code Security parameters have to be different of the security keys in the Response Code Security parameters. Actually, Steps 4 and 11 in Figure 6.4.2.2-1 indicate that these two sets of Security parameters are identical. 
If it is not stated explicitly as a requirement that the cryptographic keys in Query Code Security parameters have to be different of the security keys in the Response Code Security parameters, then simple errors will happen. For instance, assume that the very same DUIK is configured in the Query Code Security parameters and in the Response Code Security parameters. In this situation, the Discoverer UE can impersonate the Discoveree UE. This can be done even if the Discoverer UEs have to make use of match reports to verify the MIC of the received Response Code.
4
Detailed proposal

It is proposed to include as the bare minimum a NOTE as follows:
NOTE Y: The security keys, e.g., the DUIK, in the Code-Sending Security Parameters in message 4 must not be equal to the security keys in the Code-Sending Security Parameters in message 11. 
This is the modification minimizes the amount of text changes and is included in the change request below. 

Ideally, the description should be further improved as follows:

a)  Code-Sending Security Parameters of the Discoverer UE and Code-Receiving Security Parameters of the Discoveree UE should be renamed as Query Code Security parameters.
b) Code-Sending Security Parameters of the Discoverer UE and Code-Receiving Security Parameters of the Discoveree UE should be renamed as Response Code Security parameters. 

c) It should be stated that Query Code Security parameters and Response Code Security parameters must be different and generated independently in a secure way.

The changes a), b), c) have not been included in this document since they require multiple modifications in the text and in Figure 6.4.2.2-1. If agreed during the SA3 meeting, this can be done in a revision of this document.
***
BEGIN OF 1st CHANGE
***

6.4.2.2
Model B restricted discovery
This solution does not address the discovery key generation and key delivery protocol used in the discovery procedure, which is up to the conclusion of key issue #2.

The security procedure for Model B restricted discovery is described as follows:

Steps 1-4 refer to a Discoveree UE.

1. Discoveree UE sends a Discovery Request message containing the RPAUID to the DDNMF in its HPLMN in order to get the ProSe Code to announce and associated security material. The command indicates that this is for ProSe Response (Model B) operation, i.e. for a Discoveree UE.
2. The DDNMF may check for the announce authorization with the ProSe Application Server depending on DDNMF configuration.

3. The DDNMFs in the HPLMN and VPLMN of the Discoveree UE exchange Announce Auth. messages. If the Discoveree UE is not roaming, these steps do not take place.

4. The DDNMF in the HPLMN of the Discoveree UE returns the ProSe Response Code and the Code-Sending Security Parameters, Discovery Query Filter(s) and their Code-Receiving Security Parameters corresponding to each discovery filter along with the CURRENT_TIME and MAX_OFFSET parameters. The Code-Sending Security Parameters provide the necessary information for the Discoveree UE to protect the transmission of the ProSe Response Code and are stored with the ProSe Response Code. The Code-Receiving Security Parameters provide the information needed by the Discoveree UE to undo the protection applied to the ProSe Query Code by the Discoverer UE. The Code-Receiving Security Parameters indicate a Match Report will not be used for MIC checking. The UE stores each Discovery Filter with its associated Code-Receiving Security Parameters. The Discoveree UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of subclause 6.3.2 of the current specification.

Steps 5-10 refer to a Discoverer UE

5. The Discoverer UE sends a Discovery Request message containing the RPAUID to the DDNMF in its HPLMN in order to be allowed to discover one or more Restricted ProSe Application IDs.

6. The DDNMF in the HPLMN of the Discoverer UE sends an authorization request to the ProSe Application Server. If the RPAUID is allowed to discover at least one of the Target RPAUIDs contained in the Application Level Container, the ProSe Application Server returns an authorization response.

7. If the Discovery Request is authorized, and the PLMN ID in the Target RPAUID indicates a different PLMN, the DDNMF in the HPLMN of the Discoverer UE contacts the indicated PLMN’s DDNMF i.e. the DDNMF in the HPLMN of the Discoveree UE, by sending a Discovery Request message.

8. The DDNMF in the HPLMN of the Discoveree UE may exchange authorization messages with the ProSe Application Server.

9. The DDNMF in the HPLMN of the Discoveree UE responds to the DDNMF in the HPLMN of the Discoverer UE with a Discovery Response message including the ProSe Query Code(s) and their associated Code-Sending Security Parameters, ProSe Response Code and its associated Code-Receiving Security Parameters, and an optional Discovery User Integrity Key (DUIK) for the ProSe Response Code. The Code-Receiving Security Parameters provide the information needed by the Discoverer UE to undo the protection applied by the Discoveree UE. The DUIK be included as a separate parameter if the Code-Receiving Security Parameters indicate that the Discoverer UE use Match Reports for MIC checking. The DDNMF in the HPLMN of the Discoverer UE stores the ProSe Response Code and the Discovery User Integrity Key (if it received one outside of the Code-Receiving Security Parameters). The Code-Sending Security Parameters provide the information needed by the Discoverer UE to protect the ProSe Query Code.
NOTE 1:
There are two configurations possible for integrity checking, namely, MIC checked by the DDNMF, and MIC checked at the UE side; this is decided by the DDNMF that assigned the ProSe Code being monitored, and signalled to the Monitoring UE in the Code-Receiving Security Parameters.

10. The DDNMFs in the HPLMN and VPLMN of the Discoverer UE exchange Announce Auth. messages. If the Discoverer UE is not roaming, these steps do not take place.

11. The DDNMF in the HPLMN of the Discoverer UE returns the Discovery Response Filter and the Code-Receiving Security Parameters, the ProSe Query Code and the Code-Sending Security Parameters along with the CURRENT_TIME and MAX_OFFSET parameters. The Discoverer UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of subclause 6.3.2 of the current specification. The UE stores the Discovery Response Filter and its Code-Receiving Security Parameters and the ProSe Query Code and its Code-Sending Security Parameters.

Steps 12 to 15 occur over PC5.

12. The Discoverer UE sends the ProSe Query Code and also listens for a response message, if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock and if the Validity Timer has not expired. The Discoverer UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.

13. The Discoveree UE listens for a discovery message that satisfies its Discovery Filter, if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the Discoverer UE's ProSe clock. In order to find such a matching message, it processes the message.
NOTE 2:
Match Reports are not used for the MIC checking of ProSe Query Codes.

14. The Discoveree sends the ProSe Response Code associated with the discovered ProSe Query Code. The Discoveree UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.

15. The Discoverer UE listens for a discovery message that satisfies its Discovery Filter. In order to find such a matching message, it processes the message. If the Discoverer UE was not asked to send Match Reports for MIC checking, it stops at this step from a security perspective. Otherwise it proceeds to step 16.

NOTE 3:
The UE checking the integrity of the discovery message on its own does not prevent the UE from sending a Match Report due to requirements in TS 23.303 [5]. If such a Match Report is sent, then there is no security functionality involved.
NOTE 4: The security keys in the Code-Sending Security Parameters of discover UE and the security keys in the Code-Sending Security Parameters of discoveree UE need to be generated independently and randomly. This ensures that the impersonation of the discoveree UE is not feasible when the discoverer UEs make use of match reports.
Steps 16-19 refer to a Discoverer UE that has encountered a match.

16. If the Discoverer UE has either not had the DDNMF check the MIC for the discovered ProSe Response Code previously or the DDNMF has checked a MIC for the ProSe Response Code and the associated Match Report refresh timer (see step 18 for details of this timer) has expired, then the Discoverer UE sends a Match Report message to the DDNMF in the HPLMN of the Discoverer UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and other discovery message parameters including the ProSe Response Code and MIC. The DDNMF checks the MIC.
17. The DDNMF in the HPLMN of the Discoverer UE may exchange an Auth Req/Auth Resp with the ProSe App Server to ensure that Discoverer UE is authorised to discover the Discoveree UE.

18. The DDNMF in the HPLMN of the Discoverer UE returns to the Discoverer UE an acknowledgement that the integrity check passed. It also provides the CURRENT_TIME parameter, by which the UE (re)sets its ProSe clock. The DDNMF in the HPLMN of the Discoverer UE include the Match Report refresh timer in the message to the Discoverer UE. The Match Report refresh timer indicates how long the UE will wait before sending a new Match Report for the ProSe Response Code.
19. The DDNMF in the HPLMN of the Discoverer UE may send a Match Report Info message to the DDNMF in the HPLMN of the Discoveree UE.
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Figure 6.4.2.2-1: Model Brestricted discovery security procedure
***
END OF 1st CHANGE
***
