3GPP TSG-SA3 Meeting #103-e 
draft_S3-211588-r1
e-meeting, 17 – 28 May 2021
Source:
Philips International B.V.
Title:
Clarification in Solution #26
Document for:
Approval
Agenda Item:
5.11
1
Decision/action requested

Acceptance of additions in Solution #26 in TR33.809.
2
References

3
Rationale

This pCR addresses the following Editor’s Note: “FFS to explain why this solution is required.”
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.26.3
Evaluation


Editor’s Note: Applicability of the solution due to message sizes and performance in terms of bandwidth needs is ffs.


Editor’s Note: evaluation to be added.


Editor’s Note: evaluation under the presence of repeaters is ffs.


KI#2 is about: “investigating if and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages or replay previously captured SI messages as-is (without modification). Since SI messages are broadcast messages meant for all UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI or a previously captures SI at a later time, e.g., to lure UEs using SI messages with incorrect neighbouring cells, and to send self-crafted or old PWS messages”

KI#2 includes as potential requirement: “5G system should provide a means to ensure a UE in any RRC state is able to determine the authenticity of system information obtained from a cell.”
This solution addresses both the authenticity and replay protection of system information. 
The authenticity is provided by signing system information with a private key only known to the signing party.  Authenticity of the received system information is ensured in any RRC state.
KI#2 acknowledges the difficulty of accurate time synchronization by stating that:  “Time synchronization. It is because of difficulty to achieve fairly acceptable time synchronization between one gNB and other gNBs, and between UEs and gNBs”. When time synchronization is used, the UE has to check whether the received message is fresh compared with its current time. The UE should use a time window to deal with time differences due to, e.g., time synchronization or propagation delay. If the UE and gNB are not perfectly synchronized and time window is:

1) too big, then a MitM can perform replay attacks. 

2) too small, then the likelihood of a UE rejecting a trustworthy gNB increases.
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Figure 6.26.3-1: Impact of a big or small time window when verifying the freshness of messages. In case 1), the UE might accept a replayed message by a FBS, in case 2) the UE might reject a message coming from a trustworthy gNB if the time window is small and time is not fully synchronized. 
Since detecting whether the SI is replayed or not is important but time checks might have some limitations, this solution proposes to apply the Cryptographic CRC solution as soon as feasible by negotiating a symmetric key so that the presence of a MitM replaying messsages is detected as soon as feasible.
***
END OF 1st CHANGE
***
