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1	Overall description
SA3 thanks CT1 for the LS (C1-211189/ S3-211372) on FS_MINT-CT being studied in TR 24.811. 
SA3 understands that the LS is asking if it is okay for UE belonging to PLMN_Disaster to trust PLMN_Alive’s SI message indicating that UEs belonging to PLMN_Disaster are welcome to roam to PLMN_Alive. SA3 also understands that the LS is referring to solutions #5, #12, #13, #14, #16, #21, #22, #28, #39, #46 in TR 24.811.
[bookmark: OLE_LINK2][bookmark: OLE_LINK1]It is difficult for SA3 to analyze these wide array of 10 solutions and comment on each. Therefore, SA3 is giving general comments fFor the two questions in this LS:
Q1: Whether receiving and utilizing broadcast information as being studied in TR 24.811 from PLMNs other than the PLMN with Disaster Condition, which can be the home PLMN or a visited PLMN, pose any security risks; and
A1:  Yes.
If UE's actions are not specified carefully, there might be security risks because the broadcast information is not protected. For example, a false base station may impersonate PLMN_Alive or PLMN_Disaster or PLMN_disaster. Therefore, it is important that MINT feature cannot be misused by a false base station.
Q2: If the answer to Q1 is yes, then what would be SA3's recommendations from security perspective?
AA2: 
: Firstly, Iit must be ensured that the MINT feature is applicable only when UEE is out of coverage of or cannot access to to one of the any allowed PLMNs or UE is in absence of PLMN_Disaster’s and any other allowable/equivalent PLMNs’s coverage. In other words, UE shall *not* use the MINT feature as long as the UE detects cells belonging to PLMN_Disaster or any other allowable/equivalent PLMNs. This will make it difficult for an attacker to succeed in tricking UEs, because it has to nullify all other valid cells in the area.

Secondly, it must be ensured that, except for emergency calls, the unauthenticated network access (i.e. without primary authentication and NAS/AS SMC with null integrity algorithm) to the PLMN offering disaster roaming_Alive is not allowedUE performs primary authentication and non-null integrity algorithms are activated by the PLMN_Alive. This can prevents a UE lured by a false base station from registering to theusing any impersonated PLMN as themutual authentication and security setup will fail. If this is ensured, Thus, SA3 regards the impact of theseimpersonation security risks as no worse than denial of service to the UE (e.g., MINT service not available). 
Therefore, CT1 needs to decide if above mechanisms can be ensured and unavailability of MINT featurePLMN_Alive  in absence of security setup are acceptableit needs to be decided if these conditions can be met and the DoS threat is acceptable for CT1. If so, no additional security enhancement is needed in SA3.SA3 wants to ask CT1 if the core network of PLMN_Disaster is still up and running? 
If the assumption is that only the RAN is down and the core network is still available, then UE shall perform a fresh registration procedure (triggering primary authentication and NAS/AS SMC) towards PLMN_Alive. In other words, UE shall not simply camp on PLMN_Alive's cell.
Instead, if the assumption is that even the core network is down, then UE has to blindly trust the PLMN_Alive (no mutual authentication, no NAS/AS SMC). Then the situation is similar to unauthenticated emergency call. It should be noted that a conscious decision is made in this case to prioritize availability and security is unavailable.
SA3 also wants to ask CT1 how roamers are intended to be handled. Could it happen an incoming roamer has no allowable PLMN list (and of course PLMN_Disaster is not available in a foreign country)? If so, then it could become easier for attacker to lure these incoming roamers.
SA3 would like to look at the overall security of this feature again after the conclusions have progressed.
2	Actions
To CT1 
ACTION: 	SA3 kindly asks CT1 to take the above reply into consideration for their subsequent works and keep SA3 updated. 
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