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************ NEXT CHANGE
L.5		Security considerations (informative)
For integrating 5GS as a bridge with TSN or operating a 5GS TSC system, security guidance is given in this clause. The following security considerations are documented to give guidance to the one responsible, but the realization of such methods may be out of 3GPP scope.
Protection of the transfer of configuration information messages to AF: 
In the fully centralized configuration model of 5GS TSN bridge or 5GS TSC service, configuration and management information need to be provided to DS-TT and NW-TT. They are configured via the AF. 
In order to ensure secure integration of 5GS with other networks, 5GS can be configured by TSN AFs (via OAM or IEEE TSN System) or by other AFs via NEF to protect the network from DoS attack, untrusted DS-TT(s). Otherwise, an attacker could eavesdrop, tamper with, or spoof such configuration information messages, which could lead to DoS, disclosure of sensitive information or tampered configuration information at the TTs.  
Protection against spoofing: 
Spoofing attacks can lead to unauthorized access to the (g)PTP communication within a TSN working domain, e.g. a compromised TSN node (e.g. a non-5GS bridge) could send a tampered domainNumber to access other domains than the intended TSN working domains of i.e. the 5GS bridge. This attack can become the initial attack vector for further exploitation, such as rogue master clock attacks and (g)PTP message spoofing. 
To ensure security at the boundaries of the 5GS bridge and avoid spoofing attacks due to tampered domainNumber, authorizion of incoming time synchronization messages received from another TSN domain is recommended. This requires an access control mechanism at the TTs by implementing filtering rules. Authorization can then be enforced by filtering incoming messages based on an authorization policy stored co-located with the filter itself. The domainNumber parameter in a time synchronization message and the DS-TT or NW-TT port number where it is received, could be used for determining the authorization policy. Such a policy could be used to determine whether the message is dropped or further processed. 
Encryption to harden against asymmetric delay attacks on time synchronisation messages:
An attacker to perform traffic analysis on the channel communication. An attacker can delay packets in one direction and by this introducing an asymmetric delay. When messages transmitted over the full channel are delayed in one direction, an attacker can perform traffic analysis to identify specific synchronization messages to delay and asymmetric channel delay attacks, The impact of these attacks can be DoS, accuracy degradation and false times being synchronized. Encryption can harden the synchronization against selective message delay attacks.
.
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