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1
Decision/action requested

Approve the pCR to TR 33.839 [1] below.
2
References

[1]
3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)"
3
Rationale

This contribution proposes an evaluation of Solution #17 "EEC/EES/ECS authentication and transport protection with TLS" in TR 33.839 [1]. 
4
Detailed proposal

*** BEGIN CHANGES ***
6.17.3
Solution evaluation 

This solution addresses the following key issues:

-
KI#1 "Authentication and Authorization between EEC and EES",

-
KI#2 "Authentication and Authorization between EEC and ECS",

-
KI#3 "Authentication and Authorization between EES and ECS", and

-
KI#6 "Transport security for the EDGE-1-9 interfaces".

For KI#6, it is proposed to use TLS which is one of the commonly chosen and also preferred technology in existing mechanisms such as SEAL. 

For authencication of servers, it is proposed to use TLS certificates of the servers (EES and ECS).

For authentication of EEC, two alternative options are proposed: 1) usage of EEC TLS certificate 2) usage of tokens provisioned by the provider of the EEC or another trusted entity for the onboarding of the EEC, provided by the ECS for the access to the EES. These are common methods used in mobile application worlds. Also token based solution for onboarding is an existing mechanism used in CAPIF framework for onboarding the API invokers. When token based solution is compared with TLS certificate based solution, it seems that token based solution is the most appropriate one because for mobile applications it is easier to handle tokens than to handle certificates. 
For authentication of GPSI of the UE where the EEC runs, two alternative solutions are proposed: 1) Usage of AKMA and HTTP digest protocol 2) IP address to GPSI translation (UE identifier API). Since IP address to GPSI translation API seems enough for authentication of GPSI, option #2 can be preferred to have a simple solution. IP address to GPSI translation can work only when the access is over 3GPP. If the EEC sends the GPSI to the EES/ECS, the procedures to configure the GPSI(s) in the UE as well as their respective services needs to be specified. If the EEC sends the GPSI to the EES/ECS, then the EEC needs to be aware of which GPSI to provide to which Ua* protocol in the case of multiple GPSIs are available to the EEC.
Editor's Note: Further evaluation related to privacy considerations in the case of providing GPSI(s) to third party applications in the UE regardless of whether the AKMA will actually be used for that applications is FFS.

Overall, solution #17 proposes the usage of common existing mechanisms to address the key issues.
The AKMA based options in the solution require some updates to the AKMA technical specification TS 33.535, including a preconfiguration in AAnF with whether an AF can retrieve a specific GPSI, for the retrieval of the application specific GPSI and authorization of the AFs before giving the application specific GPSI to the AFs.
Editor's Note: Further evaluation related to user consent is FFS.

Editor's Note: Further evaluation is FFS.

*** END CHANGES ***
