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1. Overall Description:

As part of their study on potential threats and privacy issues associated with false base station scenarios, SA3 identified list of unprotected messages [c.f., TR 33.809, Key Issue #1 & #2], which may cause security threats [c.f., TR 33.809, Annex B] on 5G UE over radio interfaces. SA3 is considering potential solutions (asymmetric and symmetric cryptography based solutions) to mitigate the risks caused by false base station. The potential solution under consideration cause impacts to the RAN procedures and/or broadcast messages like, generating and including digital signature in the System Information, generating and including MAC-I (calculated on the SI) in the AS SMC procedure, change in the short MAC-I calculation. 
SA3 have been studying the security mechanism to mitigate the risks caused by false base station from Rel-15, however due to other 5G feature priorities, dependency on the RAN2 and limited time to complete normative work on NR procedures in SA3 and RAN2, SA3 could not make conclusion in Rel-16 also. The mechanism to mitigate the risks caused by false base station depends on RAN2 procedures comprehensively.
SA3 believes that there is significant work needed in the RAN WGs to specify the security solution(s) in their specifications. Therefore SA3 would like to have the feedback from RAN2 on the possibility of specifying the SA3 decided solution in RAN2 specification in Rel-17 timeframe to mitigate the risks caused by false base station. Based on the feedback from RAN2, SA3 can decide on the prioritisation of this topic in Rel-17 and plan the time units for this item accordingly.  
2. Actions:

To RAN2
ACTION: 
SA3 politely request feedback from RAN2 on the possibility of specifying the security solution in RAN2 specification in Rel-17 timeframe to mitigate the risks caused by false base station.
3. Date of Next TSG-SA WG3 Meetings:

Please see the SA3 link from the 3GPP calendar page at  https://portal.3gpp.org/Home.aspx?tbid=386&SubTB=386#/



