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1
Decision/action requested

It is requested to endorse this contribution.
2
Detailed proposal

2.1. INTRODUCTION

This discussion paper intends to propose the potential solution alternative for the passive detection of MitM attack using NWDAF. 
Excerpt from 3GPP TR 33.866:

	5.2.1
Key Issue #2.1: Cyber-attacks detection supported by NWDAF
5.2.1.1
Key issue details 
NWDAF has been defined to offer automatic network analytics and alarming, with possible capabilities of artificial intelligence and machine learning to help proactively manage the 5G network. 3GPP TR 23.700-91[1] has identified the use case of NWDAF detecting cyber-attacks by monitoring events and data packets in the UE and the network, with support of machine-learning algorithms. To achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs, afterwards providing alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them so that they could take proper actions.
This key issue describes what kind of cyber-attacks can be detected by NWDAF. In order to mitigate the identified cyber-attacks, the data/parameters collected by NWDAF need to be studied.
The specific cyber-attacks for which an analytics function may provide detection support include but are not limited to the following examples:
(1) MitM attacks on the radio interface: MitM attacks or fraudulent relay nodes may modify or change messages between the UE and the RAN, resulting in failures of higher layer protocols such as NAS or the primary authentication. The NWDAF may detect MitM attacks.


Key issue 2.1 captured in 3GPP TR 33.866 is about the issue in passive identification of MitM attack using an analytic function rather than the active identification and mitigation of MitM attack which usually comes under False Base Station study. The existing issue captured in the TR is that when there is a MitM attack, how the NWDAF can perform the analytics and /or on what parameters the analytics needs to be performed, in order to derive the requested analytics from a consumer NF, so that they could take proper actions.  
From Samsung’s view it is necessary to capture analytics-based solution to address MitM attack in eNA study to perform passive analysis on whether there is a MitM attack or not. And how the mitigation mechanism works is not in scope of this study (can be captured in FBS study). 
Observation 1: Since the Key issue on MitM attack is already agreed on how the analytics are performed by the NWDAF, it is necessary to provide possible solution alternatives on how the analytics can be derived for MitM attack using the analytic function.

3
Proposal

Proposal: Proposes a mechanism for NWDAF to detect the presence of MitM attack between the UE and the gNB as described in S3-212078. 

It is requested to endorse this contribution and agree with the above-mentioned proposal to have a mechanism for NWDAF to detect the presence of MitM attack. 

